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<?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema" xmins:wsa="http://schemas.xmlsoap.org/ws/2004/03/addressing"
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmins:wsu="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">

SOAP-n nyTIN2 D'Uninnn D'VITIVON

soap:Header>
wsa:Action wsu:ld="1d-4f6eccbe-2f86-4ab5-94d1-
ffae165c0a35">http://pnim.ws.gov.il/servi ured/Servicel/getAddressByID</wsa:Action>
Wsa:MessagelD wsu:1d="1d-5336b889-170 -
56ab5d5c52e6</wsa:MessagelD>
Wwsa:ReplyTo wsu:ld="Id-d9d64a1f-9aac-
<wsa:Address>http://schemas.xmlsoap.org
wsa:ReplyTo>
sa:To
ca4d361ef3f0">http://pnim.ws.gov.il/servi
wsse:Security soap:mustUnderstand="1">
<wsu:Timestamp wsu:Id="Timestamp-1ea8596e-
<wsu:Created>2004-12-27T14:51:08Z</wsu:Created>
<wsu:Expires>2004-12-28T14:51:08Z</wsu:Expires>
</wsu:Timestamp>
<wsse:BinarySecurityToken ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-
1.0#X509v3" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-
1.0#Base64Binary" xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" wsu:ld="SecurityToken-beeb5117-3708-4e6e-9899-

f6943c9d063b" > Mi11F1jccBL6gAWIBAGIKEtEHWAAAAAAMZANBgkqhkiGOWOBAQUFADBNMRIWEAYKCZIMiZPyLGQBGRYCaWwxEjAQBgoJkialk/IsZAEZFgljbzETMBEGCgmMSJomT8ixkA
RKWA3JhbTEOMAWGA1UEAXMFdG9uamkwHhcNMDQxM;EOMDcOODU3WhcNMDUXMjEOMDcOODU3W;jCBgTELMAKGA1UEBhMCSUwXEjAQBgoJkialk/IsZAEZFgIpbDESMBAGCgmMSJomT8ixkARKWA

mNVMRMWEQYKCZIMmiZPyLGQBGRYDcmFtMQwwCgYDVQQKEWNHb3YXEDAOBgNVBASTB2Z, uY2UXFT, L. ’WYXNthCanANngqhkiGSWOBAQEFAAOBjQAngkCgYEA
DRJf31a+Iw3t]

qrVoFj2Zc7xhedXvWsEo9qhcT7pJaPCjtZodUvPf+A3s+Lxn+RvtNPpPFVIY AaHtGDok8w7VcIKGzk1w9CtIVGUIjKq9saak8RCAVKIOP
0IZRffUfq10EKCAWEAAaOCAwUWggMBMASGA 1UdDWQEAWIFODBEBgkq . . ODBAICAIAWBWYFKw4DAgcwCgYIKoZIhveNAWCWHQY

DVROOBBYEFF5j4leCyR93uigzz32Y8hnB2WqvMBCcGCSsGAQQBgjcUAGQ The public Sertificate \YaxBov+djCB8wWYDVROfBIHFMIHOMIHIOIHioIHfhoGtbG
RhcDovLy9DTj10b25qaSxDTj16aXZ0ZXNOLENOPUNEUCXDTj1QdWIsaW d1cmFOaW9uLERDPXJhbSXEQz1jbyxEQz1pbD9jZXI0aW
ZpY2F0ZVIldm9jYXRpb25MaXNOP23Jhc2U/b2IqZWNOQ2xhc3M9Y1IMR by5pbCIDZXIORWS5yb2xsL3RvbmppLmNybDCCAQUGCCs

GAQUFBWEBBIH4MIH1MIGIBggrBgEFBQcwA0aBmGxkYXA6Ly8vQ049d( L ENOPVNIcnZpY2VzZLENOPUNVbmZpZ3VyYXRpb24sREM9
CmFtLERDPWNVLERDPWIsP2NBQ2VydGImaWNhdGU/YmFzZT9vYmplY3 XV0aG9yaXR5MEsGCCsGAQUFBzAChj90dHRwOi8vemI2dGVzdC5yYWOuY28uaWwvQ2Vv
ydEVucm9sbC96aXZ0ZXNOLnJhbS5jby5pbF90b25qaS5jcnQwKQYDVROIBCIWIAYKKw! GCNwoDBAYIKwWYBBQUHAWQGCCsGAQUFBWMCMCKGA1UdEQQIMCCgHgYKKwYBBAGCNXQCAG6AQDASv

ZmVyQHJIhbS5jby5pbDANBgkqhkiGOWOBAQUFAAOCAQEAGSYortiwbYG7voaOl/Z3f1r64R36nusISHcyfO21N68kCet+GjyqhAgllI8DelZfTiWQYq3aQILGYMOHoecZyllypoFVKRkx7JRxe/DS+W31/M
mdKL6Q1d+dRqvqwPOhU8bIXoriw4BKeoZzEn9HyE7+Sujdq2omBuS55/FLclhfcEPoOOwmiZgDJoWtpFsQBTRYTaebayqYkmGK/xYIg6TBNFomXN+GAAA/M40w731gtUyA/iPyeQ5qMnFqZyva/LUFO
PKNKF4Z1id8x9CT+eKDJu9Af3ZANfRDpUMnNmhCZDG2HwScLtyXhH16J1a4X/Xs677ut7eD9WTj8IssSHQ==

</wsse:BinarySecurityToken>
<Signature xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#" />
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal" />
<Reference URI="#Id-4f6eccbe-2f86-4ab5-94d1-ffae165c0a35">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<DigestValue>eWN3QCa35Bu330MGKM/6SIriWag=</DigestValue>
</Reference>-

(j]91x IMIX2) An'MNn ay¥ann oa'™y ayTIna 0PN n-reference - n AR I XD
</SignedInfo>

(Awnna an'nn v D) Dtiwn Header-n ''in
.addressing nn p7n Da DIWXIA 3-n

004/03/addressing/role/anonymous</wsa:Address>

wsu:Id="Id-cc2abf25-98f1-4584-a764-

'1D1 V7'©'VY0N NN '7'2n ,header-a xxna :Security-n

ZT11I8080 ~

<SignatureValue>gb8h53rQZ7kAGqRnG+QQxdIkUhPzcnvcdet/YP/KQzHDDtO3fu4ThDu4YGGZD/PYx1kHpp5ZB8GFTuBc
7UlIpgDUgMdpVIIbEpghsbKTRIgaTK6gy6fPWaW7giCCZ0OXYVkrjDKM+53mkTMWpTEt69CpTo5IBUkqNeIcMIuFhFel=</Si

gnatureValue>
<KevTnfn>
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<soap:Body wsu:1d="Id-7c7d3650-5310-46ee-b676-b30ab716c509">
/../Documents and Settings/pinhas/Application Data/Microsoft/Desktop/Pinhas-examples/examplel-client-out.xml - #

<getAddressByID xmins="http://pnim.ws.gov.il/serviceSecured/Servicel">
<id>034207639</id>
</getAddressByID >

</soap:Body>
</soap:Envelope>

NYTINN ¥ Body-n N1an

DYInR Y133 5.4

NN NORNN NN X (D190 TN RNAIT?) NN'WN NI 79 790 NNRN [N DN'YN
NPITNNI NN 7V NIMNKRD . T272 DN'YR NI DIMNXA NN DN DIPNIENIMDTYY DIMNRD
7910' NN'YN ,N7'NN2 NIRN IN'WAL DI .DN'WA 7Y NNRD DIRAR DMK NN DNYYn

NK NOINNN DK 72 79 nadnNn Nnika

90n 11N 5.5

NNl NYPAN PIN DX 7' DN'WY DAIYN IR YR KID DX |2 'M7unn 1on 7D :nsoyna
1N'T7 PN VYD ND0YNN NIYY DR7NE NAIN OR7NY NID0IM 70N IT N90YN .NYPAN NDLYN
NOLYNN PIN .NN'WA ONNT NN'WA 290 'IN'T7 [N DI NN'YN Wpran 7 DY TN NVAIRN
NMIA0PA DAY D'URMAIRNT NRIDNN DX RN NONN .0ON'NNIDNI D'VPMAIRD 72V YT DA 72170

.DNI7'Y' NRO9N D0'X¥70IN X NIYY DNY N7R DAl NAIN

SOAP Header-a msoin® oopn vmn 5.6

(WCF-1 WS-Enhancement niai7z1mou nnaona) nonim a"7'nna nn'pn N'MYNn ,Yad
:D'N2N D'LITIVOL
WS-Security .1

WS-SecurityPolicy .2

WS-Addressing .3

WS-Security : SOAP Message Security .4
WS-Security : X.509 Certificate Token Profile .5

M7 w' N mapn N4 oopmaIx vt (WSE qimn pa) omnx 0f7710192 win'y 1aaY
.XINA NI'MYNA NIIX DY

nnNyn nain [ MpN VPN
D"M20NI
-0 N |2 | http://schemas.xmlsoap.org/soap/env | xmins:soap | soap:Env
soap elope/
-0 N 13 | http://www.w3.0rg/2001/XMLSchema xmins:xsi
xml -instance
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£ <3ystem. Web. Jervices. Ueb3ervice (Namespace = "http://pnim.wa.gov.il/exsmples /Servicel™)>

Public Class Jervicel
Inherits 3ystem.lebh.Zervices.lebService

B[ Wek Services Designer Generated Code |

<WebhMethod (> _
= Public Function getPictureById(BvyVal id As 3tring) As Picturelescription

Dim myFile As System.I0.File
Dim myReader ALs System.IO0.FileStream = myFile.OpenRead("c:%\stam.bmp™)

Dim r ks New Systew.IO.EBinaryReader (myReader)

Dim bytelrray = r.EReadEytes (myReader.Lengthi)]

Dim result As String = Convert.ToBaseodString (bytelrray)
Dim ret As New PictureDescription

ret.Picturebasetd = result

ret.mimeType = "picture/bmp"

ret.name = "stam.bop®

Return ret

- End Function

“End Class

[ <Svstem.Xml.S3erialization. EmlPRoot (Namespace:="http: pnim.ws.gov.jil/examplez/ Servicel™)>
Pukhlic Class Picturelbescription

Priwvate mPictureBasesd Ls String
Priwvate moimeType Ls String
Priwvate mhaunse Ls String

Puklic Property PictureBaseod () As String
Get

Feturn wPictureBase6d
- End Get
= Set (ByWal Value A= String)
mPicturebasecd = Value
= End Set
~ End FProperty
i <dystem.¥ml.Serialization.¥mlitcribute ("HimeType") >

i <8ystem.Xml.Serialization.¥mlElement ("PictureBases4™) >

FPublic Property mimeType () As String
Get

Feturn mnimeType
= End Get
= Set (ByWal Value As String)
mnimeType = Walue
~ End Set
- End Property
&) <Svatem.¥ml.Serialization.¥mlittribute ("fileName™) > _IZ|

“End Class
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| [w Enable Message Trace |

Input File InputTrace . .webinfo
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Output File  [outputTrace webinfo
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/http://www.w3.org/TR/2004/REC-xmIschema-0-20041028 .1

[http://www.w3.org/TR/2004/REC-xmIschema-1-20041028 .2
[http://www.w3.org/TR/2004/REC-xmIschema-2-20041028 .3

anIpn 3.2
XML vn75Y R1an 3.2.1

T712 UNI9N .A'VPY7OR YT NNAYNT7 VNS 11'1 (Extensible Markup Language) XML vnio
VT W 10 72 707 2101 N0 NNINA DMAIZA DN §0IXA 112 N9 .SGML |pnn
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<?xml version="1.0" 2>
<persons>
<person>
<first-name>Eran</first-name>
<last-name>0liel</last-name>
<id>1234567</id>
</person>
<person>
<fist-name>Dudu</fist-name>
<second-name>Bezalel</second-name>
<id>7654321</id>
</person>
</persons>

XSD nnoob x1an  3.2.2

7¥ N1an AXNY 'O .01IY DA jian YT 7907 72150 XML yalp ,0Tip 9'vol yNIinw '9d
.(schema) nn>0 7w N2 ¥ 2 niITwn 'o19'ul XML yaip

IT nu'wa .(Extensible Structure Declaration) XSD x'n nn>0 N1Tan? NxI91n nv'wN DI
.N1anN 1 pin layout v Tan Awx ANk XML n1ana yaig 'y aximn XML 7w niann
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Web ) nn'wb yanw ytnn X7 n'mnouaxk nwnm yan XML-n naan X7 ixn
NIN7 D711I0N9] MV T NINA 17X N7 Unyy NN'WA w191 win'win 010 (Service
.SMTP-1 (SOAP 71210109 7710) HTTP ,FTP :j1ad aroj'79x v
.D2IYN D'NN'YA D'YYINNY 0Y'Y7 DRNNA NI TYNNA NIRT NI
D191 X N7 0PN ,XSD nmool XML uniioa nimpn Nizn'N 75 DX 0191 X7 N1 nona
¥ L(Www.w3c.0rg naimdn 7'nnin%? [N1) 01101'K D'NUPN D'AT YT DNIENRY XD DX
.OTIPn qwoa avinn XML yalp 7@ n1ann DX DIRNN AWUXR NND0 NIX NNXAIXA XNAIT 1IN
YNNI NNDON NIX 19W1 IR ,XNAITN OWT7 21 [XD X' NN0AINNA NNIXD NAND) X7 1T NNdo
nonn
<?xml version="1.0" 2>
<xs:schema id="persons"
targetNamespace="http://example.co.il/examplel"
xmlns="http://example.co.il/examplel"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
attributeFormDefault="qualified"
elementFormDefault="qualified">
<xs:element name="persons'">
<xs:complexType>
<xs:choice maxOccurs="unbounded">
<xs:element name="person">
<xs:complexType>
<xs:sequence>
<xs:element name="first-name" type="xs:string"
/>
<xs:element name="last-name" type="xs:string" />
<xs:element name="id" type="xs:string" />
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:choice>
</xs:complexType>
</xs:element>
</xs:schema>

7P NPY TYAN 3.2.3

NIN2N 0'D1 T NINDO0 1IN N1

Visual Studio, (123 0'7> NIY¥NXA IN NT' MI¥A NNXI‘A NINDON AT Mpna - AT e L1
1'OX12 NOLVYN D'Foonn DI XMLSpy

[> m> .Visual Studio [12> D'7> NIy¥NX2 PN XML Yaln Qndo X7 N1 - 'OnIvIR Ixt 2
J'onIoIk MI¥a (XDR N9 ,7wn?) mwr nnpon XSD Nndo X7 N

77 DT MjNa N'MNVAXR N1'NAN NYIRN'09IR K'N MZIANT NIT A2 NINd0 D' ,|aind
,SONIVIR TIXY 7Y DN 2190 (WNNQ 0'Y'DINN 0'WAT 7V NOoIAN NNVAIKA N0 NINAY
N7220 ,NITNNNN IR N72a0 K77 7un?) nn'wp 7'90n X7 Nndo X' 720 77NN N1
NIYMT? NN20 NX O'RNNYI1 'V NIXAY NnDOoN 72V 117 1Ty wam 221 ,(121 0'yoin 190n
.NNVINN

:0" XML n1'na Visual Studio 2010 10T nnd>0 N7 xnait

0'"y7 V"5 NO1dN NY'NAI LR'INOSN DY 2V nan' nx'n? v nTiavn n2'ao? XML-n nonn .3
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0 WcfService1 - Microsoft Visual Studio - o~ - S et St [E=Siol <)
File Edit View Project Build Debug Team Data Tools Architecture Test Analyze Window Help

- S P & a8 -0 - L-C5] b [Debug -} [ Any cPU 11 [ wsat B e R
£ Publish: | Create Publish Settings - 3

Solution Explorer - & X
= IE | ESA ]

- Solution ‘WcfServicel (1 project)

o B wedcervicel

perties

Rebuild

51013 UORNIOS i

erences
Clean

p_Data

D Build Deployment Package i

% publah. ol

3% Package/Publish Settings Senvicel sve.cs
Run Cade Analysis £b.config

View in Browser Ct Shift+ W
Convertto Web Application

Check Accessibility...

o ssep) g 2i0idh weay Al

Calculate Code Metrics.

) Newltem. Ctrl+Shift-A Add
L xisting tem... Shifts AlteA Add Reference...
23 New Folder Add Web Reference.

Add ASP.NET Folder Add Service Reference...

Call Hiearchy 4 Class. &, View Class Diagram

My Solution

Set as StartUp Project
Debug
Cut
Paste

Remove
Rename

Unload Project

j  Open Foider in Windows Explorer

?E E’\EE'@I@WE o0 b L w"n;f‘.:cu

Add Existing Item - WcfService:

(llehd | <« WcfSenicel » WcfSenicel » - Search WefServicel

Organize v New folder =~ O @
>
Bl Desktop “  Name Date modified Type *
& Downloads ” e B
2 . App_Data 10/03/2011 16:46 File fc
= Recent Places .
bin 10/03/2011 16:46 File fc|
SN ) obj 10/03/2011 16:46 File fc|
4 Libraries 3 "
= . Properties 10/03/2011 16:46 File fc
<| Documents . ~ _
= ) ] IServicel.cs 10/03/2011 16:46 Visual| _
& Music = = £
iy = new 3xml 10/03/2011 17:07 XML [
=/ Pictures L 7 o =
RS = #) Servicel.sve WCF)
B Videos X
&) Servicel sve.cs Visual

& WcfServicel..csproj
1% Computer = . %
5o WcfServicel .csproj.user

&L, 18M_PRELOAD (C iy
= N d 3 Web.config XML (—
23 Web.Debug.config XML (¢~
€l Network T = ‘ D
File name: new 3.xml v [A” Files (%) '}

[ Add |V] [ Cancel ]

7270 D NIXT? NI 'YWOY UKD Jonn 7Y NNO* XINE XML-Doyaig v 7190 nxn? .5
.0'-XML-n nNown oy NTIAY7 NIMNYOKX NIN''R Va1 DTYNN 'WURIN (1707 7un Ni7ivon
NN>0N NO'¥'7 2NN 11'N [INNNN 111N NN
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00 WcfServicel - Microsoft Visual Studio . il
File Edit View Project Build Debug Team XML Data Tools Architecture Test Analyze Window Help

BIEE |4 &8[9 -0 - G- b [oebug <] [AnycrU || [wea ]| 3 G o s
(&3 el | 0 5hs B a2 = 2 | [ &) Ld el b 4] 55 S0 < Publish: | Create Publish Settings  ~| 4 & <

<first-name>Eran</first-name>
<last-name>0liel</last-name>
<id>1234567</id>

</person>

E <person|

<fist-name>Dudu</fist-name>
<second-name>Bezalel</second-name>
<id>7654321</id>

</person>

</persons>

Pkl Create Schema

§ <?xml version="1.8" ?>
[ [Fl<persons>

3 2 <person>

o

o

o

%

100% ~ ¢ ’

WTN 1702 NNON X'D1NN'RNNN NND0N NIX 117 1NN AT N9 7V nx'n? .6
80 WcfServicel - Microsoft Visual Studio

File Edit View Project Build Debug Team XML Data Tools Architecture Test Analyze Window Help
fal-cl- G| % @]9 -¢ -85 P [Debug | [Any cPU -] | wsal -| | & = O = 5 Bl 2E
ENE "E* 1 o X ‘ o B A = ||:| 3 (3 &l 3 48 55 G) <|i Publishi | Create Publih Settings w 4 .

19 EEER B new 3.xmi ~ &
14 <?xml version="1.8" encoding="windows-1255"2> + g
é j<xs:5chema attributeFormDefault="unqualified" elementFormDefault="qualified" xmlns:xs="http://www.w3.0rg/2001/XMLSchema"> P %’
g‘ =] <xs:element name="persons"> m =
5 = <xs:complexType> -;5"
] = <xs:sequence> =)
= <xs:element maxOccurs="unbounded” name="person"> 2

= <xs:complexType> 3

= <xs:sequence> s o

[ <xs:element minOccurs="0" name="fist-name" type="xs:string" /> 5
<xs:element minOccurs="@" name="second-name" type="xs:string" /> o

<xs:element minOccurs="0" name="first-name" type="xs:string" /> %

<xs:element minOccurs="0" name="last-name" type="xs:string"” /> o

<xs:element name="id" type="xs:unsignedInt" /> m B

</xs:sequence> o

</xs:complexType> g

</xs:element> ;

</xs:sequence> 2
</xs:complexType>
</xs:element> >
</xs:schema> S

&

-E

00% =~ ¢ m 1 X 3

Save-n 1IN9> 7y n¥'N'7 "y NNd0N NX NINWY XIn y¥a7 nnw an D ,nyy L7
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[go Save File As oS il XTI A %
<« Projects » WcfServicel » Search WcfServicel

Organize v New folder B -jé,w

& Downloads 7 Name Date modified Type

| Recent Places ; st i :

g , WcfServicel 10/03/2011 17:07 File folde
a Libraries

~‘\ Documents

@' Music

=/ Pictures

E Videos

m

/M Computer
&, 1IBM_PRELOAD (C

wo B L »

File name:  [ENEREE] v

Save as type: [XSD Files (*.xsd) v]

;.

l 4 Hide Folders [ Save |V] [ Cancel ] I

ANLaR VAT 4

AnTpn 4.1

NT NN'Y .DAIYD DTN TV (DYR7OKR) D'MN'Y DIONS 7w WTN NN'Y NNNIS NN
2 D"TWUNn D'NN'W DoN97 D'Mwn? Wwon' Gateway-n .nwnn Gateway n¥' Xin
.0'mMwnY (internet) N1aryn a1 nnxy 127 oMwnn

7v .("DataPower" nwa 1xin) Gateway-7 '01170n Tiwna nN'wn W' My y¥ian nionon
NIIX7 1'2Yn7 WITI DNIXK D'0I9N TNR ,N7'W' NIX2 DN'WN IR NVARY 'D1r Gateway-nw nan
n7vin yTnn NX XTin DataPower-n 1T nIXa .nN'wn NIX N'TAann Ando DX A"7'nn
J'PN X7 YT NNy yaim IXN DTN (NN'YY? IMyan D0 Tavn yTnn wis) nntwy
Gateway-n 10T DONDNNT7 NXNN NN'W 72 WK NNVARN 'YAT DX D'A'¥N D'XAN D'9'YON
.0N TMy%? wnm Mmwnnn

any o 4.2
ZNNQN NNIY2 AR any 019'0 N0
<?xml version="1.0" encoding="UTF-8" ?>
<xs:schema targetNamespace="http://tempuri.org//any"
xmlns="http://tempuri.org//any"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="xml-body" type="xs:anyType"/>
</xs:schema>
:xan XML 1x'7 |1 0192 ,nian 75 ('wx an a1 n1jpna) xml-body an%? 01100 N1
<?xml version="1.0" encoding="UTF-8" ?>
<xml-body targetNamespace="http://tempuri.org//any"
xmlns="http://tempuri.org//any"
xmlns="http://www.w3.0rg/2001/XMLSchema">
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<all posible="data"/>
<more>data</more>
<maybe possible="attack"/>
</xml-body>
VYA9'NI 17 NOXN NI'R NDWNNY U7 72N NDWNNY YwNn DT 019'0a wNNWNY? |'RY 1IN
219 IX 0'yixaa
.any aion nInwn NXN nndol x'n XmiDocument 10n19> 7ann NN'Y N2AMD L9011
[PIN DX XTH? 27N NIY T NN'WR NND0 DX YNV WM ,n7unY? naNine 0naTn IRe
.un19n

objectowt 4.3

NINAN NNIYD IR NND02 X' NIN'YWT? 10Nn19) object 210n V"IN WIN'Y
<s:element name="Object Example">
<s:complexType>
<s: Sequence>
<s:element name="o">
</s:sequence>
</s:complexType>
</s:sequence>
[N 220 210 on VT NN'W? 0007 NNWOX [N N7unY? aXINny a10n NINWN] win'y
YNNWNY? 'RY 1N .(1019'0 YTam X7 X "0" Dwa mInwn D' YTAmMI NIY) 101N DX 21T
.NT 210N MTAN]

anoo XYY DataSet-a vimw 4.4

AYINN any aion oI9'v NM'TANN NNO0 NIX'N NIN'Y2 T10NSD DataSet alon nanwn NOTan
.0'"72pPNNN 01IM17 [1'0 Y¥27 [N X7 NT 2¥Nd NNt K7W Nndo?
NINNN AXNA NNO0N N'XNY TX'D NXKN)
<s:element name="dsIn">
<s:complexType>
<s:sequence>
<s:element ref="s:schema"/>
<s:any/>
</s:sequence>
</s:complexType>
</s:element>
4.2 9'yod 11'RIY 19D 717N 1'K DT 2A¥nw N2

PN YW YOI NIND 4.5

YOTI WX UPMAIR 7D 1y 7nropninl Y7RNNMN NIYOINN 190N X N0 1'TanN? WM
.maxOccurs-1 minOccurs 01'9XNN NO0IN 'V YXIAN NIYOINN NN MTAN .NN'W7 010'07
.MaxOccurs-n |"oxna Unbounded C"un1o2 wnnwin 'k 117 ow
person 7w yoin 7207 712" AWK Persons DWA URPMAIN MFTANN NN20 X1 NXAN KNAITA
.0’y 5-n ANI* X7 I NNX DY NINSY
<?xml version="1.0" encoding="ISO-8859-1"7?>
<xs:schema xmlns:xs=http://www.w3.0rg/2001/XMLSchema>
<xs:element name="persons'">
<xs:complexType>
<xs:sequence>
<xs:element name="person" minOcuurs="1" maxOccurs="5">
<xs:complexType>
<xs:sequence>
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<xs:element name="full name" type="xs:string"/>
<xs:element name="child name" type="xs:string"
minOccurs="0" maxOccurs="5"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

DN TR 4.6

7'on7 717 72T TR DdNR NTRNn 7907 717y XML TR RTnnnn IR 017'aan XY WX
JT' Nayn? TIND 2NN o YNy NINY DAl MWD T2 NOWwNN DX
.NX2N NND20Y7 XNAITA T7nnNl
<?xml version="1.0" 2>
<xs:schema id="xml-body"
targetNamespace="http://tempuri.org//any"
xmlns="http://tempuri.org//any"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
attributeFormDefault="qualified"
elementFormDefault="qualified">
<xs:element name="xml-body">
<xs:complexType>
<Xs:sequence>
<xs:element name="name" minOccurs="0"
maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:maxLength value="50"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="value" type="xs:string" />
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>
NN N1AnN NYTaN IT Nndo
<?xml version="1.0" encoding="UTF-8" ?>
<xml-body>
<name>Possible Attack with very long string</name>
<value>More long string</value>
</xml-body>
7m nm'x Mayn X7 o'n 50-n NdINR DTN ,DI0N Name an 7w IR NIKY7 N1 19D
IX N9PNNT NNDY7 NT AN NWIYYW ,NNTAIN X7 NNiT n'72an value an 1y ,NRT DNIR? .nndon
VT noYT
.n'xp"?sxn 212y 21N pon "'y NN>01 D'wnnwn [N NITNNN 25 112y o'mon 1'1an? Y'?YJIYJ
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Q29y I 4.7

NIINNRY 099V NN PYaMT 4.7.1

N nitnnn 11y 0MYoOR 0D W VO IFTAN? [N IR N72ANY NNIMm
<?xml version="1.0" 2>
<xs:schema id="xml-body"
targetNamespace="http://tempuri.org//any"
xmlns="http://tempuri.org//any"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
attributeFormDefault="qualified" elementFormDefault="qualified">
<xs:element name="xml-body">
<xs:complexType>
<xs:sequence>
<xs:element name="name" minOccurs="0"
maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="Frodo" />
<xs:enumeration value="Sam" />
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="value" type="xs:string" />
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>
xml nt NMpna .Sam-1 Frodo nitnnn nirn name an 1y 0''pin D'y MTaN 1T Nndo
.NND0 71N NIN'RA 'PIN7 AwN" Xan
<?xml version="1.0" encoding="UTF-8" ?>
<xml-body>
<name>Frodo</name>
<value>More long string</value>
</xml-body>
SN0 A X7 Xan xml naan Nkt nnivY
<?xml version="1.0" encoding="UTF-8" ?>
<xml-body>
<name>Baggins</name>
<value>More long string</value>
</xml-body>
NN'TAN NINAN NND0 XNAITY? qrpin NITNNNY? N1an 1y [N D' NI nTany qona
a, b, ¢ o' NnivONY rrTa 3 XA NITNNN 7Y QOIX NIFM7 name an 11y NIpin NITNNnN
R akal
<?xml version="1.0" °?>
<xs:schema id="xml-body"
targetNamespace="http://tempuri.org//any"
xmlns="http://tempuri.org//any"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
attributeFormDefault="qualified" elementFormDefault="qualified">
<xs:element name="xml-body">
<xs:complexType>
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<xs:sequence>
<xs:element name="name" minOccurs="0"
maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern value="[a-c]{3,3}"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="value" type="xs:string" />
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>
J7In At Xan xml yaip
<?xml version="1.0" encoding="UTF-8" ?>
<xml-body>
<name>abc</name>
<value>More long string</value>
</xml-body>
J21IN X7 XAN yalp ,NRT Dniv?
<?xml version="1.0" encoding="UTF-8" 2>
<xml-body>
<name>abcd</name>
<value>More long string</value>
</xml-body>
- NP7 M nndoa oM DMva namd 7w ol yTn
F gwo nnn http://www.w3.0rg/TR/2004/REC-xmIschema-2-20041028/datatypes.html
.Regular Expressions

Q™MDdONY NNV NI 4.7.2

D'V'OINN 0DM%0N 7¥ 0DV 7207 WAT ,NITINNNA 1Ay 0'In 021 DINN 17207 nnim
.1024 7 0-n 712v NNL2 D'M7W D1Y0N NI'NY7 AN 7w 0DV 7221 ,kNAT? XML '¥apa

<?xml version="1.0" 2>
<xs:schema id="xml-body"
targetNamespace="http://tempuri.org//any"

xmlns="http://tempuri.org//any"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema"

attributeFormDefault="qualified"
elementFormDefault="qualified">

<xs:element name="xml-body">

<xs:complexType>
<xs:sequence>
<xs:element name="intvalue" minOccurs="0">
<xs:simpleType>
<xs:restriction base="xs:int">
<xs:minInclusive value="0"/>
<xs:maxInclusive value="1024"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
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</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>
SIam punn™ vt 7apn' xan XML nt napna
<?xml version="1.0" encoding="UTF-8" ?>
<xml-body targetNamespace="http://tempuri.org//any"
xmlns="http://tempuri.org//any">
<intvalue>5</intvalue>
</xml-body>
Ay Rw XML ava D md
<?xml version="1.0" encoding="UTF-8" ?>
<xml-body targetNamespace="http://tempuri.org//any"
xmlns="http://tempuri.org//any">
<intvalue>5000</intvalue>
</xml-body>

0”10 4.8

nn pn) It nann (DTD (Document Type Definition nxajpan nanan nnvp XML v1Tavo?
712y layout 2r1an% pai (aliases ,0'12' IX) NPRN 7w 210 1 Tan? Nwoxn (HTML un1ioa pa
D'-parser 7w 0'wiIx11 NIYpR 0'Wad YR XML vap X' nawoxn it nann XML nian
UIM'wa NX¥n X710 bynd DTD nanan oI .0"VITIVO

.DoS ni9pnn? qun nn'win D wwnn 2py DTD nanna wnnwin? X7 y'min

nnoo% Mwop oy DateSet vprawxa viw 4.9

A10N D'OMAIN] YIN'Yd MIX W' NT'Nad ,.RXN) X7 n19nn am InNnaw c]'110'7 qQYunna
import  y¥a?) NNIX W7 An'kNn NNd0 Y vtk D7 X7 wam DataSet
07N nimdoa (namespace
:DataSet nn>07 xnaIT
<?xml version="1.0" encoding="utf-8" ?>
<xs:schema id="tempDataSet"
targetNamespace="http://tempuri.org/temp.xsd"
elementformDefault="qualified"
attributeformDefault="qualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="tempDataSet" msdata:IsDataSet="true">
<xs:complexType>
<xs:element name="Sales">
<xs:complexType>
<xs:sequence>
<xs:element name="name" minOccurs="0"
maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:maxLength value="50"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="intvalue" minOccurs="0">
<xs:simpleType>
<xs:restriction base="xs:int">
<xs:minInclusive value="0"/>
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<xs:maxInclusive value="1024"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:complexType>
</xs:element>
</xs:schema>
:NNd>0onN '\Ik‘J'P'? NNAIT
<?xml version="1.0" encoding="utf-8" ?>
<xs:schema id="tempDataSet"
targetNamespace="http://tempuri.org/"
elementformDefault="qualified"
attributeformDefault="qualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:msdata="urn:schemas-microsoft-com:xml-msdata">
<xs:import namespace="http://tempuri.org/temp.xsd"/>
<xs:import
schemalocation="http://tempuri.org/pagename.asmx?schema=temp.xsd
\AJ />
<xs:element name="ServiceName">
<xs:complexType>
<xs:sequence>
<xs:element name="Valuel" type="xs:string" />
<xs:element name="Value2"
msdata:ReadOnly="true"
type="xs:decimal" minOccurs="0" />

Ya3p 9713 NP2 4.10

NNO NINYT 712' NN'WY D7ym WX yalp 771a% n%72an ' D1 DTN IR N72a0 'R7 Nnim
nIXA 7w 97122 yaig nR7vn nirn 7120 DOS YW AN nuiwe XnalT) NwN YA NI9pnn?
YN YA DI N'YR 70MT L|ND'TN NIX DINOY 221 Niafa

A NN NA'YN NXAN XNAITN) NNd0N N7 Yain 7711% 07220 9'oin% N1 y¥a? vnmv an
:(4MB-7 n1'n n72ann

<xs:element name="name" minOccurs="0" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:base64Binary">
<xs:maxLength value="4096"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

TN 4.11

[AT2 WOT .DNQ KXANNY7 NWP D'Y97w yT'Na D'oInyl 0'7ITA 0'¥A DN D'NN'Y NINdO
077N W7 NR7NNN TIY'NA NTNIN .0MP'YN 07707 TV Y¥A7 nndon Namd

nmn Tvn L1
nwa TIVn .2

02-5695368 :DpPD  02-6663426 :’Pv 3115 .0 91030 DPW1 1 (9Ep M

ag.mof.gov.il : DW"2 Srown gov www.mof.gov.il : DWW IRIR
WWW.mr.gov.il : W2 *NYWnnn waIi Dnn www.gov.il : Townnn Www



‘nbwnni wn barn - OZAR
34 - 2012 = 101 °199 199N
192 Ti0A 111 7MY

y¥ana ann Tiyvann 1'70n N7 NI IR DTONI0IK NIIX2 DX NND0N DX NIWN X7 e
12917 TN 4.11.1

NNTAN ,D'¥27 DAYNN DINYNA NNTAN L|1I2D DN'WA D'NINN 077N 1Y TV yxa? wam
121 D'090 NN2YN ,DAdNIN D'URMAIR

nwa TN 4.11.2

178 D'P7N 7Y TIV'A D DT 2AWN R LTIV Y¥AY WAT X7 Nndoa o' Ninn NINS 0'y?7n 111y
.NND0N DY NI' NAIV NNIXA TIAW'Y? TNV TV 7100
.11 NdoN N1an 7y 1200 ,0'7'7D NITY Nirn? 0710 Tyn? nain X 0Pn

TW°Ni7 D2°N0 19X 4.11.3

NN WWKRD .xs:documentation-1 Xxs:annotation niana wnnwa nndoa TV VI X7
TIVNN nNiw NX natxn documentation naani Tiv'n AT N7NNN Nat¥n annotation
NI
<xs:annotation>
<xs:documentation xml:lang="en">
This Schema defines a W3Schools note!
</xs:documentation>
</xs:annotation>

WSDL ya3pa mirpn XY 011071 4.12

122 DI DM IX DAY DRIN Ni7ON 'k WSDL-n yalza Niiwn Nimsnn ' XTI ur
<soap:address location="http://localhost:2966/PageName.asmx" />

:9WnY PPN 2201 /0IWn oW N1HIPR NP5 NIWY wITI

<soap:address location="http://ServerName:2966/PageName.asmx" />

0 8% Namespace-a ooup»aix N1 4.13

;1a0, http://tempuri.org — Namespace-1 pmamn 0'op"aIX o' X7 XTI v
<socapl2:operation socapAction="http://tempuri.org/temp"
style="document" />

nooin My y¥a? NI wpn DX .DN'wn 7w Namespace-7 XX DMWY 1avn? wam
Namesapce-n nx 7Tan? ' ,DNS-2 n1am o'nin'wn 75 X721 nirn .Namespace |'oxnn
X277 LIP maimd "'y
[WebService (Namespace="http://192.168.0.2/webservicename/") ]
public class MyWebService {
// implementation

%3 7712 7120°02 WHnwn oW NIAYD 4.14

N7 ax¥n 21ITa7 N1 .http-n 2171009 22 7Y 0172 DNIXa Nay' X7 ynnun NIXNO'OY XTI W'
:NINQN NNAITN '97 NNJ02 NIXINYT 0'71D' 0172 XNO'0I WNNwn OYW .NN'WN NNd0 Ngno "'y

<s:element minOccurs="0" maxOccurs="1" name=" user"
type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name=" pass"

type="s:string" />
DY YYV'NNT7 W' IT NWNT Wi X7 [9XIN [DIN? NNno'onl wnNwnn DY NX 1'ayn? ymin
VT NNVANR NN
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XML Validator 5

WS- |zna nnisnn nN'Yn NNdo Ny KITN7 N71D' Npsion ,NN'YA NIN'D 7ayn N1'aoY
N2N |9INQ YXIAN Y720 DY NTIAYN Y'70N LT N7 poon XML Validator *2on .gov.il

JN'wn nndo 7y o0 nxn L1

.D'YNTI DRI YINAL DN XN 2y tayn 2

\WS-gov.il [7na X' 912 NIy nndon 11 27w7 v 2-11 0% v narn .3
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n2pn NN
NYwNNN MIN'wH

www.gov.il

WS - GOV.IL pn
nwnnna Gateway-7

2TNY? nNnTan - WSE 2.0 - "2 nooa
WS-gov.il [ppnma

1.0 707

2011 9™1BX — 71IMR 137V
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D°1°°1¥ 1270

115 by 1
115 00V 09PN 2
115 YN 3
115 navnTsamInn 4
115 VPIVVID MPNNGL e
115 SECURITY M913n4d.2 e
121 MPYN I8a M N 5
121 oorreeeerrriieeeerrreserrrrssessrrrrsssssansrrsnssassanes MpYn NSl e
121 PoLICY-npy1ns5.2 e
121 e YRNYNN NIVND 2WNHN PNAVNHD NTIVN Npnyn 5.2.1 1
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Wby 1

"y web services nLAX? [N T¥D VIDAN WS-Security M7Ivn [PNN 7V ooian ws.gov.il [7n

.NIR97 NOwn 2 0Mawn 0Monn NIMRIENINTIN

NN MY DINTTN AWONN WS.gov.il |Pn X NINTTN 1201 190N TWONN WS-Security [7n

.17 X.509 v3 certificate natya n'70arT

75> (verify) X171 ,xx1* 00 75 70T DINNY (N1 ) TX 73 2tnn ws.gov.il [7n minna

QoI ,'IT'HN )'7NNaW 7D ,I'7X NNS9Y D'WAMN NIMY' 7w nn'wn W' Y 757,901 .0101 Yon

.NT TX7 N9 '"WKRD NAIDN D 7721 NN XITNY

:0°P%1 2-9 PN 17 JHon

DINN' NWN D 'TAaN TWKR MW T¥A policy yalp ix'? =1 yxa? niwamn niyen ono .1
JIYTIN 17 N71IUN Wnnwnn NINT DR NAR' AN NIRXID NIYTINN 7Y

YN NN TIYY T NIE7N Y¥A7 NIYATIN NI7yon un'e .2

Q°R°W° D°oN0N 2
WS-gov.il [pn A1

TYnnn 3

JANI'W DDONN '97 NNTANN NN NIRYWY XN DT DWN 97 TIAv? vt

DIV XA NN 4

P50 mpnn 4.1

:D1'N NYA UP'S'0I0 NPNNT7 D7WUN

.Config_WS yaipgn nTin .1

NYTN NN (Extract yix) yalpn I nnmo
.cert_request.bat yalp n¥x1n

.N7'nna PKI nnx? nvp'na axng yalzn nnavn

NP7 nnyn? W PKIEDxn ntna nTIvRN N72pNn UKD
.cert_accept.bat yalp nxin

oo kR wiv

Security n»an 4.2

LT 'Y NNt nxp7oRn 1w Web.Config yaipa mear 178 nnman = a1 awn
NIXAN 00T NNX WSE-n qux nx o'nnio - .1

WSE Settings 2.0 n'Nal "It 7777 ,0{2'N9N NX DN Visual Studio-a .1.1
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Solution Ex

E Solution Expl

Properties

WESZForExanig
8 i

(Marme)
Policy File
Project Depeng

arer - W

SZForExample

Project Only 3
Deploy

Add »
Add Reference. ..

Add Web Reference...
Set as Startlp Project
Debug 3

H

Save WESzZForExample

. Remove
Rename
Properties

WSE Settings 2.0..,

T [P0 WNKRY .start - All Programs - Microsoft WSE 2.0 Configuration Editor 10T .1.2

Yalgn NX  IX DIY'A

27U Web.config-n

Yaly NX N7 File>0pen

JDN'W X7 NN 'Y DIWTAE NN <programName>.exe.config

Internet

Internet Explorer s

e

5 Outlook Express

Remate Assistance

(T E-mail
J._—I Microsoft OFfice Cutl
w Microsoft Yisual 5|
2005
@ Motepad

|@F]| shortcut to POWERF‘|

-
:::‘ Calculator

‘.w Paint

Zonfiguration Tool
& WinRAR

Launch Internet
Explorer Browser

All Programs »

.N0N D""IXNN DININ |IN'O NX XTI security-n v tab-211N2%7 W' NNo) QUXRNY NKY

(&) Wwindows Media Player

U& whindows Movie Maker

I/ Microsoft SGL Server 2005

I Microsoft visual Studio 2005

@ Microsoft Yisual Studio (NET 2003
@ HTML Help Workshop

@ Microsoft \MET Framework SOK w1.1

@ Microsaft (MET Framework SDK v2.0

I Microsoft WsE 3.0
I/ i 5w e
@ SCsquare

I winRaR

@ Tehila

@ Adobe

n Adobe Reader &
@ K-Lite: Codec Pack

I PuTTY

I #ML Motepad 2007
W@ e

* v v v v vEMvy v v v v ¥

[1® configuration Editor

9 Documentation

48 wSE onthe web
s %509 Certificate Tool

Location: C:\Preo

&) Releass N)yysEiyv2. 0 Tools
9 Sample Code Readme
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syl ‘General  Sscurity lRouting ] Custorized Filkers ] Palicy ] TokenIssuing ] Diagnoskics ]

Einary Security Token Managers

Type | YalueType |

ad | | |

Security Tokens Managers !

Type Prefix | Cilame

=fEificate Settings

Store location LocalMachine =

I Allow test rooks I Allowvs URL retrieval I~ Use RFC3ZE0

=

allow revocakion URL retriesal I werify trust
Timestamp default tHl in seconds

Al

Time Tolerance in Seconds =00

Licl oK | Cancel | I

-1 TIA'? N70'N DX D'pPoonn D'-checkbox-n N W NX [N0Y7I General-n NnIwY7 Nav7 w3
-0 yalr? nman qgom awnl WSE-n 9w dll-7 Reference q'om [lwxIn TUXD ,WSE

.web.config

c:linetpubiwwwrootiexample 2web. config

General ]SE(urity | Routing | Customized Fiters | Policy | TokenIssuing | Diagnostics |

I¥ Enable this project For Web Services Enhancements o
- Checking this box will add a reference ko Microsoft, Web. Services2. dll library ko this
L project. Web References that are added ko or updated in this project will be WSE
enabled, Unchecking this item will remowve this reference as well as W3E related
settings from the configuration file; Web References will need to be manually
L updated ko remove the WSE dependencies.
i
0
v Enable Microsaft Web Services Enhancement Soap Extensions
L
N This will add the WSE SOAF Extension ko this project. This is only applicable to
ASP.NET projects.
T
i
L
3
T
i
L

oK | Cancel | B

%

Yaly nooin? nna') .Add yin?? =i enable policy nx no% w' "Policy"-n 7w -taba 4
.(uj'no7 Policy
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c:\inetpubiwwwawrootiexample 2\web.config

General ] Security ] Routing ] Customized filkers  Policy lTokenIssuing ] Diagnostics ]
i 7{7 Enable Policy L
|po|icyCache .config Browse. ..,

Edit Application Palicy &

I

Add..,

I -

FEL

™

[8]4 | Cancel

YN DYNIY NINAN NNTANNY web service-n 7w Nz ITAN NQINdN DX DIW17 ¥ .5

o

sVinet pubwwwwrootiexample 2%wweb.confi

General ] Security ] Routing ] Customized filkers  Policy ]Tokenlssulng ] Diagnostics ]

=l Add or Rename Endpoint URI

|I—: Aidd or Modify an Endpoint LIRIT SE... i

Remove. .. I
Replace. ..

Ok | Cancel |
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.secure a service application [no%7 v

WSE Security Setting Tool

| O

4 Choose the Type of Application

Do you want to secure a service o a client?

% (% Secure aservice application

(" Secure a client application i

Secure Conversation
Secure Conversation i a fast secure channel, We highly

recommend pou use Secure Conversation if the client sends mare
than 2 messages to the service.

[~ Use Secure Conversation

NYTIN) vE'e'vYoN 7w NIN'R Yxar  framework-n request message-aw X'n Nivnwnn .7
(Mxxrr nyTIN) NvTINN 2V nimn' framework-n response-a1 (N01)

WSE Security Setting Tool

£l Message Setings
Choose the security settings for the Reguest and the Response messages. @
Request Message Responze Message
v Require signatures v Require Signature
[ Require Encryption [ Require encryption
¢ Back | Mewt » | Catiel

X509-awm'wannnn .8
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EN=RASE R IT) DrUwWsSE, . j
WSE Security Setting Tool

£l Client Authentication Token
Chooze the token that wil authenticate the client, This token wil be yzed for Response
ﬂ Encryption, when the option is chozen.

Cliert Token Typez
" Usemame
" Kerberos
" KerberosToken2

(% %509 Certificate

client-nw 17 0'w7 MY .client-Nn n72pNnY Nn'MNN DX NAR'Y 0RP'S'0I0N NIX DN .9
.Biztalk-n 7w (Jam> marxn) v'©'LY02 INAY X 271 Biztalk-n D¥Ya KIN

s Select Certificate
Choose a Certificate used For signing/encryprion.
The Current store is : Local Machine - Other People Store.

Issued to Issued by | Intende... Friendly... | Expirati Locatior <
ElwsE=... Rookag... =All= Mone aijo1yz Mot avai
Ezivs tonji =all=> Mone z1j120=2... Mokt avai
Elronii Eanii =All= Mone 15/0812. .. Mot avai
EdwsEz... Rootsa... =all=> Mone 010142, Mot avai
Elofer-pair  ofer-pair =All= Mone asfiziz... Mok avai o
=l — >

[ Ok | [ cancel | [ wiew certificate |

7V DNNAI DY POIINY UR'S'0I0N) NIXXI'N NIYTINN 72V DINN'Y VR'©'VIoN NX 01N .10
.(u'@'v10 Mpnn - 4.1 9'wo AKX NN T

[l WSE Security Setting Tool
Server Certifi -
|E Choose the server's #.509 Certificate. This cerlificate will be used when Request Encryption

andsor Respongse Signing is chosen.

Choose +.509 Certificate =

Certificate Information

[Mo Certificate Selected

Select Certificate. ..

<gack | | Cancel |
—

Y2l pIN .policyCache.config Xapaw yalp 0P'N97 QOIN' NIM QURN DX 0I'0 WNK7 .11
QUKD NX NX DXV Qe
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Pt XA 5

mphn nny 5.1

-N NP7nn .asmx nnrr'o oy X471 ashx nnrro oy n'n' biztalk-n nwn 1 2y Poionw proxy-i
.NT Jnon? 'minn X7 1iwn X BizTalk-n "y npoionw 1t vyn niw .Net-n 7w Proxy

-0 ya? web reference q'oin? Xin y¥a7 w'w lwxIn Tvxn ,web project-n nr¥' X7
.1x'w web service-n nx "xnnw WSDL

[N proxy-n NP'7Nn NX .Proxy Np'7nn 1o 1 72y web service-7 ndw Ti 2NdY7 v ,Nyd
NNIY 2-2 7Y

web service -7 nnxiI WSE -7 nnx .nip'nn 2 i) nn'wr web reference 7 nao 1 7y .1

.(WSE 2 nn'monw n7nna N7 ' - 7120

NT yalp .WSE 2.0 SP2-n nTIn DY polony WseWsdl2.exe n¥In yaljpa win'w T 7y .2
ax'i (CH#, VB) nown nw ,[IN1 web service 7w WSDL-n ¢ NaImMd>n NX 10019 730
.wsdl 0T Y axime webservice-n 11QY proxy Niz7nnY T

.OTI Mx'w web service-n 112y proxy Nz'znn nwNNnN AN NNam

MUIYNN N2 web service 7 nyTIn NN'Y ,wnnwnnn text N7ap YWONNW aspx QT 17 W
.onn 7y n7w noo TNl

:(aspx-n 9Taw NN 2y Nx'NY 1Ay wninnw) web service 7 N9 yxanw Tipn 707

= Private Sub Buttonl Click(BEyVal sender As System.Cbhject, ByVal e A= System.Eventirgs) Handles Buttonl.Clie?

Trimmr POy X Mew Iocathost o 3ervice tifse

Dim proxy As New WebReference.finalBiztalkproject Orchestration 1 fromClient Fortise
Dim wyMethod As MNew WebReference.getPictureById

myMethod.id = TextBoxl.Text

Dim methodRes As New WebReference.getPictureByIdResponse

methodRes = proxy.getPictureById (myMethod)

Dim res As WebReference.Picturelescription = methodRes.getPictureEyIdResult

Dim pic ks Byte (] = Convert.FromBase6dS3tring(res.PictureBase6d)
Label4.Text = res.NimeType

Label5.Text = res.fileName

LehelZ.Visible = True

Lakel3.Visible = True

Dim wmyFile As System. IO, File

Dim myWriter A= System.IO.FileStream = myFile.OpenWrite("C:4) Inetpubh\wwwroothexample2Clienthh ™ £ res
Dim r As New 3ystem. I0.BinaryiWriter (myWriter)

r.Write{pic)

r.Close ()

myWriter.Close ()

Imagel. Imagelrl = "./" & res.filelName
Imagel.Visible = True
- Fnrdl Subh

.client-n0 M12IN 7w TN X M7 Dy N web service-7 proxy np'7nn 17 w'w WNX7

Policy-n s 5.2
N¥P79X7 policy q'oin? Nt NNY nn 73 TN NR 112N0W NKY
Dy Nwn T¥a Policy-n nooin md 91Xk INIX2 nyxann Policy-n nooin

‘0'NAN 077NN
.Biztalk-2 X'nw 93 web service -n 7w NnamMdON X DIwN? v :5a%wa 1

.secure a Client application jno%? w' :6 2%Ywa .2
21N .NI01DI NIVTINYT response 17'XKI NIXXI' NIVTINT? ON'N' request Awinn :7 awa .3
227 DXNNA NITIVNN DR 1INAY

references.cs yalpa ninTan 5.2.1
:web references nw Ny references.cs yalpa n'wyw nNTANN INX?
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public partial class ServiceWse
Microsoft.Web.Services2.WebServicesClientProtocol
public partial class Service
System.Web.Services.Protocols.SoapHttpClientProtocol
:policy 71 pwxan oy TavI wse o
WseClient.HelloWorld.ServiceWse helloWebRef =
new WseClient.HelloWorld.ServiceWse () ;
helloWebRef.SetPolicy (Y [POLICY-NAME]") ; // using the policy
for signature

YNNYNa [1I2UNn7 awnna jlavnn aTIyvn ngnya 5.2.2

current user — personal -7 1710 QUXNI NI'N NN'NAN NN XYY K7 D'OR'9'VIONY PN
local machine — — n "1¥x2n VE'©'VION NX PNYNYT NI N'YAN DX qIEY7? NN 7 .store
UTNN QKRN DX 7'von71 current user — personal - 7 personal

NPNYNN YIXAY D19wn 7Y

:MMC 2md7 n7vonn niw T A1

run 2| x|

= Type the name of a program, folder, docurment, or
a Internet resource, and Windows will open it For wou.

Cpen: I mm|:| j

| (4 I Zancel | Browse, ., |

File = add/remove snap in... JIN7 01'n7 .2
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"Hi Console1 i ] 4
L1

File  Action Wiew Favorites  Window  Help

o mB2

'fii Console Root -0l x|
=] Marmne

There are no items ko show in this view,

Add Nn9d 7y yin?? .3
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Add/Remove Snap-in 2=
Standalone | EHtEr'ISiEII"ISI
Ilze thiz page to add or remove a standalone Snap-in from the conzole.
Shap-ins added to: |% Comeole Fook -
— Description
Add... Bemaowve About... |
| 0k, I Cancel

.(Certificates 7v n719> nx'n%7 IX) Add WM9d 7y yIn'%71 Certificates nx N7 .4
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Add Standalone Snap-in el |

Axailable Standalone Snap-ing:

Shap-in | Wendor | -
@ MET Framewaork 1.1 Configuration Microgsoft Corporation
5_@ MET Framewark 2.0 Configuration Mizrozaft Corparation
e’[ﬁ.ﬂ.ctive Directary Domaing and Truztz  Microzaoft Corparation
@.ﬂ.ctive Directary Sites and Services Microzaft Corparation
@.ﬂ.etive Directary zers and Comput...  Microsaft Corparation

ﬁl.-’-‘-.-:tivex Contral Mizrazaft Corparation

.ﬁ.uthnrizatiun M anager Microzoft Corporation

Certificate Templates Microzoft Corporation
Certificates Microgsoft Corporation

@ Certification Autharity Mizrozaft Corparation ;I

s

~ Description
The Certificates shap-in allows pou ta browse the contents of the

certificate stares for pourzelf, a zervice, or a compter.

Add Cloze

Finish yin7721 My User Account Nina%? .5

Certificates snap-in x|

T hiz znap-in will always manage certificates for:

£+ My uzer account

" Service account

" Computer accourt

¢ Back I Finizh I Cancel

Next YIn771 Computer Account 11N27 DY9n X ,4 9'vo1 n71Yon 7y utn? .6
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Certificates snap-in |

Thiz znhap-in will alwaps manage certificates faor:

My user account

" Service account

< Black I et » I Cancel |

Finish yin?71 Local Computer 11n2%7 xan qJona .7

Select Computer x|

Select the computer pou want thiz znap-in to manage.

— Thiz snap-in will akways manage:

i¥ LLocal computer: [the computer this consale iz running onf

i~ Another computer; I Browze, . |

[ Allow the selected computer ta be changed when launching from the command line. This
only applies i pou zave the conzole.

¢ Back I Finizh I Cancel

'WNIN J0n7 TN Nan 7y OK 7v >"nxi Close 7y yin?? .8
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onsole - |O) X
File  Action Wiew Favorites  Window  Help
o @B
rweete ¢

; ) Certificates - Current User ECertificates - Current Uiser
D Certificates {Local Computer) EJcertificates (Local Computer)

N'ININ NTIVRN DX 1INAYI Certificates (Local Computer)>Personal-7 noY?7 .9

ool T

File  Action Wisw Favorites  Window  Help
e = (B@E L BRXTE| R

'{fii Console Root'\Certificates {Local Computer)Personal'Certificates

[_] Console Rook | | IssuedTo 4 Issued B Expiration Date
=1 Certificates - Current Lser Emerkava_biztalk TAMUZ - Devices CA 31/10{2007

(3 Personal hilslog1 TAMUZ 4
(27 Trusted Root Certification Autharit
D Enterprise Trust
(Z] Intermediate Certification Autharit
D Active Directory User Object
(2 Trusted Publishers
(C untrusted Certificates
(27 Third-Parky Root Certification Auth
(27 Trusted People
() Certificate Enroliment Requests
=19 Certificates {Lacal Computer)
- (21 Personal

425 Certificates
(2 Trusted Root Certification Autharit
D Enterprise Trusk
(] mtermediate Certification Authorit
(27 Trusted Publishers
(27 Untrusted Certificates
(271 Third-Party Root Certification Autt

(21 Trusted People
(71 Fawkifie 2ke Erweliment Dao .Mpe_lﬂ
»

4 |

|Personal store contains 2 certificates.
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NTIVN? D'RNNN '01D NNON AWNNY W' DRD NTIVRN 72V 27190 nxn? v nixn? N1 .10
(nun?7 T¥2 NNoNN IN'0)

e @K

| Details | Certification Path |

e

—:1 Certificate Information

This certificate is intended for the following purpose{s):

* Ensures the idenkity of a remote compuker
* Proves your identity to a remote compuker

Issued to: tehilalogl
Issued by: TAMUZ - Devices CA

valid from 10/01/2006 to 10/01/2008

@ You have a private key that carresponds ko this certificake,

Issuer stakement: |

Certificates (User Account) = Personal-7 7'nyn"? w* nn1in nTivnn nx .11
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onsole _ |Of X
File  Action Wiew Favorites  Window  Help

o lolm e BRI @

ificates - Current Us:

D Console Rook IssuedTo  / Issued B
1D Certificates - Current User [Edtehilalogt TAMUZ - Devices Cé 10012005
B CI Personal

| »

[+ Trusted Roat Certification Authorit
[~ Enterprise Trust

[]---D Intermediate Certification Authorit
-] Active Directory User Object
-] Trusted Publishers

[+ Untrusted Certificates

B2 Third-Party Root Certification Auth
- Trusted People

-1 Certificate Enrollment Requests
=19 Certificates {Local Computer)

B Personal

[ Certificates

[]---D Trusted Rook Certification Authorit
[ (] Enkerprise Trust

[+ Inkermediate Certification Autharik=
[+ Trusted Publishers
A
B
i

-] Unkrusted Certificates

-] Third-Party Root Certification Auth
5.7 Trickad Dannla =

1 | »

|Persnna| skore contains 1 certificate.
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n2pn TN
NYwNNN MIN'wH

www.gov.il

WS - GOV.IL pn
nwnnna Gateway-7

ATNY? nNnTan - WSE 3.0 - "2 no0oa
WS-gov.il [ppnma

1.0 707

2011 9RII2D — PIAAXR 1107V
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D°1°°1¥ 1270

132 S P) 1
132 0V DIINON 2
132 PYnnn 3
132 MU 183 MY 4
132 VPDVID MINNGL e
13 NIVYD NTIVN NIPNM NN 4.1.1 .2
13 e MV DY NTIYNN MPNN NN 4.1.2 .3
137 crerressressraeesbressiraserbaes veses SECURITY m91ng.2 e
145 e MIPYN TIPAYNID VY OMITY 4.2.1 .4
145 .. DYPYN 183 M1 5
145 PoLICY-nmy1n 51 e
149 ~PPAMIOING.2 e
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"wbo

"y web services nuax? N1 TxD VIONN WS-Security M7IWYN NN 72V oolan ws.gov.il |7n
NIP77 Dwn 2 Davn Dnonn NINRIENINTI

NN MY NINTTN AWOKNRN WS.gov.il |Pn X NINTTN 1201 1901 TWONN WS-Security [7n
1272 X.509 v3 certificate natya n'70marT

75 (verify) X171 ,x¥1' "on 75 n'70aT DIMNY (N7 D) TX 75 2avnn ws.gov.il [7n minna
QoI ,'IT'HN )'7NNaW 7D L, I'7X NNS9Y D'WAIMN NN 7w e W' Y 757,902 .0101 Yon
.NT TX7 NIDT7 'WUXRY NAIDN D T2 NnMND XITNY

:0°P%0 2-9 PN 17 JHon

DINN' NN D 1"TaN TWKR MW T¥A policy Yl 1ix'7 =1 y¥a? niwamn niysn ono .1

JIYTIN 17 N71IUN Wnnwnn NINT DX NAR' 102 NIRXID DIYTINN 7y
YN NI TIYY T N7 Y¥A7 NIvATIN Ni7yon un'e - .2

D°12°W° 0°on0N
.WS-gov.il [jy/n

TN

J2AXI'Y DDOoNN 97 NNTANN DX (I¥N NT'NA) Nwei 07w 9% Tav7 v

DIW T332 D177 .4

VRYDPLI0 NI 4.1
DIV HTIVD NIPNITI DI°X° 4.1.1

.Config_WS_WSE3.zip yalpn NX TIN?

.Zip Y217 extract NIWYY

.cert_request.bat Nx yn"

<hostname> (UKD <hostname>.txt INWW yal7 Config_ WS_WSE3 n"9021 ¥ N7 27wa
.NIDNN DY XIN

:NM901 private key nxnpanratwa .5

wibo

C:\Documents and Settings\All Users\Application

Data\Microsoft\Crypto\RSA\MachineKeys
NYUPA NITY X7 XY <hostname>.txt yalpn DX n7'an 9w PKI nnx? 2avn? v .6

.WSE 3.0 Dy ¥In'v1 u's'u10Y

.<hostname>.cer.txt WA yaI DDIAY 791 N'7'nN 7w PKI nix .7

X yn'n Config_ WS_WSE3 1 mpn? <hostname>.cer 7 yalpn ow nx nnw? v .8
.cert_accept.bat
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Y Yy ATIYNN DIPNT XITN 4.1.2

: 017 DWW YY ITIYNT NIPNR NpYIaY 0abwn
:MMC aimd7 nwonn v N1 A1

Run R Tk

= Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

Cpen: I mm|:| j

| O, I Cancel | Browse. .. |

File = add/remove snap in... JIN7 010'n7 .2

10

File  Action Wiew Favorites  Window  Help

o @B 2

There are no items to show in this view.

Add Nm9d 7y yin?? .3
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Add/Remove Snap-in ed 4

Standalane | Extenzions I

Ilze this page to add or remove a standalone Snap-in from the conzole.

=

Conzole B ook

Shap-ing added to; I%

— Description

Add... | Hemaowve | Sbaut... |

| 0k, I Cancel

.(Certificates 7v n'719> nx'n%7 IX) Add WMod 7y yIn'771 Certificates nx N7 .4
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Add standalone Snap-in i |

Axailable Standalane Snap-ing:

Shap-in | Yendor | -
L‘@.NET Framewark. 1.1 Configuration ticrozoft Corporation
@ MET Frarmewark. 2.0 Configuration Micrazoft Carporation
e’@.ﬁ.ctive Directory Domaing and Trugts Microzoft Corporation
@.ﬁ.ctive Directory Sites and Services  Microzoft Corporation
@.ﬁ.ctive Directory Uzers and Comput...  Microzoft Corporation

gﬁl.ﬁ.ctivex Control ticrozoft Corporation

.-‘-‘-.uthu::rizatiu:un kd anager ticrozoft Corporation

Certifizate Templates ticrozoft Corporation
Micrazoft Carporation

@ Certification Authority icrozoft Corporation j

=

— Dezcription
The Certificates snap-in allows you to browse the contents of the
certificate stores for pourzelf, a zervice, or a computer.

Add Cloze |

Next YIn?71 Computer Account 1IN17? .5

Certificates snap-in x|

Thiz znap-in will always manage certificates for;

" My uszer account

™ Semvice account

¢ Back I Hewt » I Cancel

Finish yin'?71 Local Computer 11n27 Xan Jjona .6
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Select Computer x|

Select the computer pou want this enap-in ko manage.

— Thiz znap-in will always manage:

i* LLocal computer: [the computer this consale is running ong

" fnother computer: I Browze... |

[T Allow the selected computer to be changed when launching from the command line. This
anly applies if you zave the conzole.

< Back I Finizh I Cancel

'WNIN 0oNn? NITN? nan 7y OK 7y >"nNi Close 7y yIn77 .7

File  Action Wiew Favorites  Window  Help

o mB2

=
Marmne

) Certificates - Current User [EPcCertificates - Current User
{8 Certificates {Local Computer) B certificates fLocal Computer)

(n7193 N¥'n7) NI¥IN NTIVRN DR 1INQ71 Certificates (Local Computer)->Personal-7 nd77 .8
IT NTIVN 1Y private key-n D' ' XTI
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Certificate

General | Details | Certification Path

St

=1 Certificate Information

This certificate is intended for the following purpose(s):

* Proves vour identity ko a remote computer
* Ensures the identity of a remote computer

Issued bto:  Rachel-Laptop

Issued by: TAMUZ - Devices C4A

valid from 26/11/2006 to 25/11/2003

[% ¥ou have a private key that corresponds to this certificate, ]

Security n119ai 4.2

217w nunen epoexra Hw Web.Config yapa wmw 19x n117an - 11912 2wn
WSE X1 ' 22 ™I 0'N92 0N Visual Studio-a) WSE 0 7w quxin nx o'nnio .1

(start = Programs - Microsoft WSE 3.0 - Configuration Tool 10T IX Settings 3.0
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Salution Explarer - Di.. AHellowiworldwebSr
|
'_a Solution "WseEX2005' (2 projects)
[=RE o ot s
= Build Web Site
Publish 'Web Site
(= -
Programs '@ AccessIoh W 5] Add Mew Ttem...
A .
5[ W pecesiones (4 (2| Add Existing Ttem...
4 2 Documents » @) Microsoft Office H
= e 4 Mew Folder
b= B’ _ I Microsoft Visual Studio .NET 2003 2w
§ ettings @) Mozila Firsfox & 1 Add ASP.MET Folder — »
g IJ Search » i windows Messenger = Add Reference. ..
M Microsoft WSE 3.0 E Certificates Tool A Web Reference
Q)/“ Help and Support W Configuration Tool = 2
= "- Yiew Class Diagram
i @ Documentation - %=

@'] Release Notes @ Copy Web Site. ..
@ sample Code Readme
& WSE on the Web
tart £ € | 20 WseEX2005 - Micro... B Microsoft PowerPoin.., | i certificates

o
>
[}
3 =)
°
£
S

Shut Down... Start Options. ..

e i

|EE Set as StartUp Project

LU
w

Wies in Browser
Browse With, .,
Refresh Folder

= 5]

Cut

Remove

B > [

Property Pages

| wsEsSettngs3.0... |

AWKRD ,WSE-2 TIay? N712'n NX 0'P90Nnn D'-checkbox-n 1w NX |n0%71 General-n Nniw?a .2
web.config-n yaI? nTan 9'om wnl WSE-n 7w dll-7 Reference qrom [ilwxIn

02-5695368 :DOpPD  02-6663426 :’5v 3115 TN 91030 YW 1 (DR ‘M

D
ag.mof.gov.il : DW"2 S79wn gov www.mof.gov.il : DWW IRIR
WWW.mr.gov.il : W2 *NYWnnn waIi Dnn www.gov.il : Townnn Www



‘nbwnni wn barn - OZAR
34 - 2012 = 101 °199 199N
192 7I0A 139 7MY

D:WwrorkingfoldertWse EX 2005\He LlowWorldWeb5Srvweb. config

General |Security Routing || Policy || TokenIssuing | Diagnostics | Messaging

Enable this project for Wweb Services Enhancements

Checking this boo will add a reference ko Microsoft,Web, Services3. dll library to this
project, Web References that are added bo or updated in this project will be W3E
enabled. Unchecking this itern will remove this reference as well as WSE related settings
Fran the confiquration file; Web References will need to be manually updated ta remowve
the WSE dependencies.

Enable Microsoft Web Services Enhancement Soap Protocol Factory

This will add the W3E S0AP protocal Fackory to this project, This is only applicable to
ASP . NET projects,

[ o ][ cone

.NUN D'I¥XNN DAININ [IN'0 NIX RTHYI security-n 7w tab-7 W2y v .3
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D:\workingfolderAWse EX2005\He llowWorldWebSrviweb. config

Generall Security |R|:uutiru;| Palicy || Tokenlssuing | Diagnostics | Messaging

Einary Security Token Managers

Twpe

WalueType

Security Tokens Managers

Twpe

Mamespace Localtame

%.509 Certificate Settings

Stare location | LacalMaching

KeyIdentifier Mode |Thum|:||:|rintSHF'.1 v|

Revocation Mode | onling

T | Werification Mode |TrustedF‘eaneO v |

] allow test roots

Timestamp defaulk tk in seconds

Werify trust

Time Tolerance in Seconds

o [ coenl |

Policy Yalz nooim? nina') .Add yIin?7 X1 enable policy nx [no7 v "Policy"-n 9w -taba .4

(0p'N97?
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D:Wworkingfolder\Wse EX 2005\He llowWorldWe b5 rviweb. config

General | Security Ru:uuting| Policy |Tnkﬂn155uing Diagnostics | Messaging

Enable Palicy

|wseSpu:uIiu:‘;.-‘Cau:he.u:u:unFig | [ Browse. ..

T —

Edit Application Paolicy

Hella'warldPalicy

Rename...

Remove. ..

Replace. ..

o [ cne

(WS-n)mwnxmmn .5
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WSE Security Settings Wizard

Authentication Settings
Chooze application type and authentication method @ .

Do pou want bo secure a service or a client?

(%) Secure a service application 1

() Secure a client application

Chooze Client Authentication Method

The client provides a certificate as a credential in

b, . . .
O Anonymous the request which the zervice authenticatesz. The

() Usemame zemrvice ensures that the client has secured the
request with the server’s public certificate. The
(*) Cerificate responge message iz secured with a symmetnic

key that was supplied by the client
3 Windows

[ < Back H Mext » ] [ Cancel ]

-0 M9 7y D'XNITI NRXIT NAIYNN 7V DINNY 1710 MWD INRY 0R'9'010N DX DN .6
Next

WSE Security Settings Wizard

{ Authorized Clients
Chooze #.509 certificates of clients that will be granted access to the service. @

Perfarm Autharization

Truszted Certificates

|zzued Ta |zzued By
CM=Rachel-Laptop CH=TAMUZ - Devices Ca, O=Government OF |
< -
[ Add... ] [ Remove ]
[ < Back ] [ Mext ] [ Cancel ]

Message Protection .7
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WSE Security Settings Wizard

Message Protecion
Specify protection requirements for meszages. @

@nable WwS-Securty 1.1 Extenzsions

— Protection Order

€ Waone [rely on transpart pratection]

@Sign{l rily

™ Sign and Encrypt
™ Sign, Encrupt, Encrupt Signature

—Secure Sezzion
[ Establish Secure Session |

Advanced Settings |

< Back Femt > | Cancel |

AXINND ,Enable Key Derivation-n V n NX D*Tni Advanced Settings-n 1Ino> 7y n'xni? .8

D'vnna

WSE Security Settings Wizard

Message Protection
Specify protection requirements for messages. @

[” Enable'wS-Securty 1.1 Extensions

Message Protection - Advanced Settings

i Protection Order

: Ad d Setti
) Mane [rely on ransport protection] HEESE] ST

' Sign-Orily I Enable Signature Confimation
™ Sign and Encrypt

™ Sign, Enciypt, Encrypt Signature

EIK Cancel

Next 11n9> n¥'n7a noD'wnn .9
nN'RNNN NTIVNN N1'nal Select Certificate v nx'n7 .10

—Secure Seszion

™ Establish Secure Session

7| Advanced Settings I b

< Back I Mest » I Cancel
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WSE Security Settings Wizard

Server Certificate

Chooze the server's ¥.509 Certificate. Thiz certificate will be uzed for Request Encryption and/or

Responze Sighing.

[] Specity the 509 Cetificate in Code

Chooze =509 Certificate

Certificate Information

O

|EN =R achel-Laptop

I Select Certificate. .

J |

Wiew Certificate. . ]

< Back H Mext > ]

[ Cancel ]

3*7nnn orro .11

WSE Security Settings Wizard

Create Security Settings
The wizard will now generate your application's securnty zethngs.

Surmmary

= Server Policy Information
=) MutualCertificatel 1 Azsertion
[=- Authorization Azsertion
Allow Uzer: CH=Rachel-Laptop
Deny Al other users
= Server Taken
[=- #.809 Certificate
Store Location: Localkd achine
Store Mame: My
Find % alue : CH=R achel-Laptop
Find Type : FindBySubjectDiztinguizhedM ame

< Back ] [ Finizh ] [ Canicel
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mMPwn P2 y¥ab 0w 0NV 4.2.1

Yalpn DWW 17 D'WY7 wL0mTIzn 01w T Policy 0 yaip? nvaxn Tipa 9'oine v
.(HelloWorldPolicy nTn nna)immanw yaljpa yv'smy Dwn PR KIN T2 NIy

[WebService (Namespace = "http://tempuri.org/") ]
[WebServiceBinding (ConformsTo = WsiProfiles.BasicProfilel 1) ]
[Microsoft.Web.Services3.Policy ("HelloWorldPolicy") ]
public class Service : System.Web.Services.WebService
{
}

P 22 N7 5

Policy-i1 n19an 5.1

'WSE 2 win'w'7 n'¥7"7o8N NIWoR .1

D:Aworkingfolder\Wse EX2005\WseClientdapp.config

zeneral Security || Routing | Policy || TokenIssuing | Diagnostics || Messaging

Enable this project For Web Services Enhancements

Checking this box will add a reference to Microsaoft, Web, Services3,dll library to this
project. Web References that are added to or updated in this project will be WSE
enabled, Unchecking this ikem will remove this reference as well as WSE related settings
from the configuration file; Web References will need ko be manually updated to remove
the WSE dependencies,

o4 l I Cancel
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:Policy nmw%7 oy .2

D:Wworkingfolder\WseEX2005\WseClienthapp. config

General | Security Ru:uutiru;|| Palicy |T|:|kenIssuin|;| Diagnostics | Messaging

Enable Palicy

|wseSpu:uIiu:‘;.-‘Ca-:he.u:u:unFig | [ Browse, .,

Edit Application Paolicy

Rename...

Remave...

Replace. ..

[ o ][ con

service N'Na niwa) Client Application n'nar ,Add Wimod 7 n¥'n% v Policy-n nyt .3
.(Mwn T¥2 4 27w application
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WSE Security Settings Wizard

Authentication Settings
Chooze application twpe and authentication method @

['o wou want bo zecure a service or a clent?

() Secure a zervice application

(%) Secure a client application

Chooze Client suthentication kethod

The client provides a certificate as a credential in

b, . . .
© Anonymous the request which the zervice authenticates. The

() Usemame zervice ensures that the client has secured the
request with the server’s public certificate. The
(%) Certificate responze meszage is secured with a symmetnc

key that wasz zupplied by the client
() Windows

[ < Back H et > ] [ Cancel ]

N7 D'N7WIN 10NN NIX DINNY 7710 V19PN IR VP'9'VI0N DR DN 4

WSE Security Settings Wizard

3 Client Certificate
Chooze the ».509 Certificate that coresponds to the client token. @

[ Specify the =509 Certificate in Code
Chooze #.503 Certificate

Certificate |Information Store location | Localkd achine el

|CN=F|ac:heI-Laptop |

[ Select Certificate. .. ] [ Wiew Certificate. .. ]

[ < Back ] [ Mest > ] [ Cancel ]

Message Protection n 27w .5
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WSE Security Settings Wizard

Message Protecion
Specify protection requirements for meszages. @

@nable WwS-Securty 1.1 Extenzsions

— Protection Order

€ Waone [rely on transpart pratection]

@Sign{l rily

™ Sign and Encrypt
™ Sign, Encrupt, Encrupt Signature

—Secure Sezzion
[ Establish Secure Session |

Advanced Settings |

< Back Femt > | Cancel |

:Advanced Settings n \ino> Yy oxnil .6

WSE Security Settings Wizard

Message Protection
Specify pratection requirements for messages. @

[ Enablew5-Security 1.1 Extensions

Message Protection - Advanced Settings

— Pratection Order

: Ad d S et
) Wane [rely on kransport pratection] vanced aetings

' Sign-Orly [" | Enable Signature Eorfirmation
" Sign and Encrypt

" Sign, Enciypt, Encrypt Signature

DK Cancel

Next-n 12N> 7y nx'n7 .7

Secure Session
[ Establish Secure Session

{]  Advanced Settingz I b

< Back I MNest » I Cancel
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WSE Security Settings Wizard

Server Certificate
Choose the zerver's ».509 Certificate. Thiz certificate will be used for Reguest Encrpption and/for @

Fesponze Signing.

Chooze 509 Certificate

Certificate Infarmation Store location | LocalMachine » |

| CH=Rachel-Laptop |

[ Select Certificate. .. ] [ “iew Certificate... ]

[ < Back ] [ Mext - ] [ Cancel ]

7nnnoro .8

WSE Security Settings Wizard

Create Security Settings
The wizard will now generate vour application's security zettings. @
Summary
[=)- Client Taoken ~

[=)- #.509 Certificate
Store Location: LocalM achine
Store Mame: My
Find % alue : CH=R achel-Laptop
Find Type : FindBySubjectDiztinguizhedM ame
[=)- Server Token
[=- #.509 Certificate
Store Location: Localtachine
Store Mame: My
Find % alue : CH=R achel-Laptop
Find Type : FindBySubjectDiztinguizhedM ame

N

< Back H Firizh ] [ Cancel ]

T2 N1BVIN 5.2

:‘web references 1w Ny references.cs yalza ,n'wyw NNTANN NKRY
public partial class ServiceWse
Microsoft.Web.Services3.WebServicesClientProtocol
public partial class Service
System.Web.Services.Protocols.SoapHttpClientProtocol

:policy 71 pwxan oy TavI wse o
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WseClient.HelloWorld.ServiceWse helloWebRef =
new WseClient.HelloWorld.ServiceWse () ;
helloWebRef.SetPolicy (“WseClientPolicy ") ; // using the
policy
for signature
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nopn TN
nNYwNNN MINwH

www.gov.il

WS - GOV.IL |pn
nwnnna Gateway-7

7D nTny? ninTan - WCF - "1 nooa
WS-gov.il

1.0 707

2011 %98 — R 1197
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o3y 1990

153 s 1
153 Ponnn 2
153 nwh A mann 3
153 VPVIDNITIN3L e
153 oottt NN NTIVN MHPNM NP 3.1.1 5
158 oo NIYN Y NTIVNN TIPNN XY 3.1.2 6
158 SECURITY M91n3.2 e
158 ot MPYN NPT ONOTY 3.2.1 7
159 e GURN TIT NI M TN 3.2.2 .8
168 LPININAMIN 4
168 coovrrreesrsressansssenssssssenssssssossssssenssssssossssses NP INITYE.L e
169 GURN TITMINING2 e
175 ..DIAGNOSTICS s
175 DIAGNOSTICS-n n913 nbyan 5.1 e
176 covvvvvvvrvrrossssssssssssssssssrssssssssssss sossssssssssssssssrrssssssssssss MIIN I NYYINS.2 e
177 wiecrsseossssossassssssosossessossssssssssssssssssssossass sassssnssssssosssssssassossssse ATy NINNNaY 1Y 6
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Wby 1

1"y web services nuax'? [na T¥'D VIBNN WS-Security M7V 7NN 7V 001an ws.gov.il [7n
.NIP77 "wn 2 0Mawn 0nonn NIN'RIENINTI

NN Y NINTIN AWORN WS.gov.il [P X ,NINTTA 112211 190N TWONN WS-Security [7n
.T2%72 X.509 v3 certificate nrya n'70a 1

75 (verify) X171 ,xx¥1' 20n 75 n'70T DINNY (N1R'21 W) TX 75 arnn ws.gov.il |7n minna
oI TN )*7NNAY D LI'IR NN9Y7 D'WOIMN NINY' W NNty wr T 707,901 .0101 10N
.NT TX7 N9 '"WKRD NAIDN D 7721 Nn'NNn XRITNY

1272 3-% pYINn 1 Jmon

DINN' NWN D 'TAaN TWKR NWN T¥A policy yal 1ix'? 1 yxa? niwamn nivesn ono .1

DWWTIN 17 71N wnnunn NINT DX DNX A DIRXED DIYTINN 7V
WD NIMTAA TINY'? 1D N0 V¥a7 Nivamn nizwosn une .2
diagnostics-n NI71>' N7Y9n DW? NMwn T¥a yxa? nivaTn ni7wsn oo .3

oy nTay? oa om'knn WSE 3.0 11y 1791ny midn% 0'op'o'uno - awn
WCF

-2 X187 n WCF n°320v oy o YR
http://msdn.microsoft.com/library/ee958158.aspx

TYInn 2

JAXI'Y D'DoNN '97 NNTaANN DX (I¥N NT'NA) NwYi Da7wn 9% Ty v

DIWR T2 DITAT 3

LR°DYVIO NI 3.1
DWW DTN Nphim D9°8° 3.1.1

.Config_WS_WSE3.zip yalpn NX TIN?

.Zip Y217 extract NIWYY

.cert_request.bat NX yn"

<hostname> (UKD <hostname>.txt INWW yal7 Config_ WS_WSE3 n"902 ¥ N7 27wa
.NIDNN DY XIN

:N"M9021 private key nxn pantawa 5

wibo

C:\Documents and Settings\All Users\Application

Data\Microsoft\Crypto\RSA\MachineKeys
NYUPA NITY X7 XY <hostname>.txt yalpn DX n7'an 9w PKI nnx? 2avn? v .6

.WSE 3.0 Dy ¥In'v1 u's'u10"Y
.<hostname>.cer.txt DWA yaI7 DDAV 2'9) N'7'nN 7w PKI nix .7
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nX YN Config WS_WSE3 2 mjm?7 <hostname>.cer 7 yalpn nw nx nawy? v .8
.cert_accept.bat

DIwA %Y ATYNR NPT RPN 3.1.2

: 017 DWW %Y ITIYNT NIPNR Np IaY 02w
:MMC 2md7 n7vonn niw T A1

Run R T b

— Type the name of a program, folder, docurment, or
Internet resource, and Windows will open it For wou.

Cpen: I mm|:| j

| (4 I Zancel | Browse, ., |

File = add/remove snap in... JIN7 010'n7 .2

"fii Consolel —|Of x|
File Action Wiew Favorites  Window  Help

I

'fii Console Root N I=[ 3}
Marmne

There are no items ta show in this view,

Add Nnod 7w yin9? .3
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Add/Remove Snap-in 2=
Standalone | EHtEr'ISiEII"ISI
Ilze thiz page to add or remove a standalone Snap-in from the conzole.
Shap-ins added to: |% Comeole Fook -
— Description
Add... Bemaowve About... |
| 0k, I Cancel

.(Certificates 7v n719> nx'n%7 IX) Add WMod 7y yIn771 Certificates nx NN27 .4
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Add Standalone Snap-in el |

Axailable Standalone Snap-ing:

Shap-in | Wendor | -
@ MET Framewaork 1.1 Configuration Microgsoft Corporation
5_@ MET Framewark 2.0 Configuration Mizrozaft Corparation
e’[ﬁ.ﬂ.ctive Directary Domaing and Truztz  Microzaoft Corparation
@.ﬂ.ctive Directary Sites and Services Microzaft Corparation
@.ﬂ.etive Directary zers and Comput...  Microsaft Corparation

ﬁl.-’-‘-.-:tivex Contral Mizrazaft Corparation

.ﬁ.uthnrizatiun M anager Microzoft Corporation

Certificate Templates Microzoft Corporation
Certificates Microgsoft Corporation

@ Certification Autharity Mizrozaft Corparation ;I

s

~ Description
The Certificates shap-in allows pou ta browse the contents of the

certificate stares for pourzelf, a zervice, or a compter.

Add Cloze

Next yIn?71 Computer Account 1IN27? .5

Certificates snap-in x|

T hiz znap-in will always manage certificates for:

My user account

e

Service account

¢ Back I Hewt > I Cancel

Finish yIn?71 Local Computer 11N27 Xan Jona .6
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Select Computer |

Select the computer pou want this enap-in ko manage.

— Thiz znap-in will always manage:

i* LLocal computer: [the computer this consale is running ong

" Another computer: I Browze. . |

[T Allow the selected computer to be changed when launching from the command line. This
anly applies if you zave the conzole.

< Back I Finizh I Cancel

'WNIN 0oNn? NITN? nan 7y OK 7y >"nNi Close 7y yin77 .7

T <

File  Action Wiew Favorites  Window  Help
o |mB 2

= Marme
) Certificates - Current User [EPcCertificates - Current User
{8 Certificates {Local Computer) [E Certificates {Local Computer)

(n7193 N¥'n7) NI¥IN NTIVRN DR 1INQ71 Certificates (Local Computer)->Personal-7 nd77 .8
IT NTIVN N1V private key-n D7 ' XTI
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Certificate

General | Details | Certification Path

—:1 Certificate Information

This certificate is intended for the following purpose({s):

* Proves your identity to a remoke computer
* Ensures the identity of a remote computer

Issued to: Rachel-Laptop

Issued by: TAMUZ - Devices CA

valid from 26/11/2006 to 25/11/2005

[@ ¥ou have a privake key that carresponds ta this certificate. ]

Security nm9an 3.2

MR Mpa M oonoIy  3.2.1

[N ,N9011 NIDXNA IX 'R P71 [9¥IN NN N7'nn 7w Gateway n NMIIVRPUDIXN DY
N 7Y nanxnn 197 ,Contract n 7w Tipa NNT Y7 W' N19¥N K77 1272 nn'nn yxa? mixnay

:ServiceContract
using System.Net.Security;
[ServiceContract (ProtectionLevel = ProtectionLevel.Sign) ]
public interface IGovService
{

[OperationContract]
string HelloGov () ;

nn'wn 7w wsdl-7 wi7a7 i naw web.config yarpa vy vt ,qom
<system.serviceModel>
<behaviors>
<serviceBehaviors>
<behavior name="returnFaults" >
<serviceMetadata httpGetEnabled="true" />
</behavior>
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</serviceBehaviors>
</behaviors>
</system.serviceModel>

ORI TIT MX2Y DT 3.2.2

WCF-n NNTaN 7¢ qQUXN NX D'NNID

Start->Programs->Microsoft Windows SDK->Tools->Service - 7nnn vnon T .1.1
Configuration Editor

WCF Service Configuration Editor n"anial Tools-n V9N T 0'017 Visual Stud-1 .1.2
.Edit WCF Configuration n1'nail Web.config-n yaiz 7v nan' nx'n7 v Ix

w' ,Web.config-n yaIz 0T nn'w' X7 nnol WCF Service Configuration Editor-ni nT'na

.service N ¥ web.config-n yal NX 1IN271 File->0Open 09N 0T INIX NINDY

NN 7w namdn 'nIT) BaseAddress 'Tan? wr Service n 7w Host N nMTan nnn

.(services n "¥ayp 75 o'x¥N1 NdIMA IS 2 7RI IN

2

Bt C Inetpub’ swewroot’, Tehilaw cfSRY  web.config - ;Iglil 1

Eile  Help

=1 Services Timeouts settings

| B # TehidwofSAY. HellaT chila 2 [General)

-3 Host ClozeT imeout 00:00:10

=-E3 Erdpaints . OpenTimeout 00:01:00
e _1 T ehila'w'CFE ndpaoint
e _1 [Ermpty Marmes)

CloseTimeout
The time interval defines the masinum time a service is allowed to take to gracefully
sk A AFhar Has birne lireib roene sk Hhe soesies in Fewmad b skt down

Base Address Editor =|

[ Client
1 Bindings
3
3

Dliagnostics

Advanced

Base addiess: Ihttp. Afuni-ver-dp: 81 Aservice

(m].8 I Cancel I

Create a Mew Service. ..

Create a Mew Client...

4| [ >

Mew. Edit. I Lelete

BassAddress-n NX 1x"n OK-n 12N> 7y nx'n? 4
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 Inetpub’,wwwroolt', TehilawcSRY web.config - Microsoft Service Configuration Editor o |EI|5|

File  Help

TR pYvwss |
EI[:| Services — Timeouts settings

%> Tehildw/oiSRY HellaT ehila B (General)
CloseTimeout 00:00:10
OpenTimeout 00:01:00
ClozeTimeout
Bindingz e time interval defines the maxinum time a service 1z allowed bo take to gracefully
0 The time i | defi hi i i ice iz allowed e full
[:l Diagnostice ghut down. After the time limit runz out, the service iz forced to shut dovn,
-1 sdvanced

—Basze addresses

Easedddress
thtkp: 4 Auni-wr-dpe B AT ehila'w of S BW Y

ek
Create a Mew Service..

Create a Mew Client...

< 1>

Mew. | Edi. || D= |

NNTAN? O'RNN 'K XN D71 — WCF mpnin2 out of the box v'anw wsHttpBinding o'y .5
nY n"v MexHttpBinding 00191 ona .custom binding 2 wnnwa |27 .DataPower n 7w
wsdl '¥ap M1 T 91X 917w ‘D1 DataPower

Endpoint 7 "nir AnIxn 7"'wa INIX CustomBinding a1on WTN Binding ¥ .6

Inetpub’ wwwroot' TehilaW cfSR Y\ web.config - Microsoft Service Configuration Editor - |EI|£|
Eile  Help
-0 quratio Bindings
EID Services Summary

Q&} Tehilaw ofSRY.HelloT ehila
[ Client New Binding Confiquration...
=43 T

= Mew Einding Configuration. .. | customBlndlng

13 testMessageEncoding T ehilat CFCustomB indir

{0 zecurity
i) hittpT ranzport
-] Diagnostics

-2 Advanced

4| | B
I ———

Mew Binding Configuration. ..

O T U

CustomBinding bnia .7
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B !C: Inetpub’wener ooty TehilaWoFSR Y web.config - Microso

Eile= Help
e ——— b ;
—EID S ervices Create a Mew Binding |
‘%O Tehilaw cfSEY. HelloT ehila Fleaze zelect a binding tvpe:
B[ Client
=I-4Z3 Bindings
{E-EEE Tehilaw CFCustomBinding [customk [y ttpEinding
=« textheszageE ncoding mex=HttpzBinding
= zecurity mexMamedPipeBinding
=i httpT ransport mexT cpBinding

E X mzmglntegrationBinding
2 Diagnostics reth =rmgBinding

3 advanced etk amedPipeBinding
retPeerT cpBinding
retTocpBinding
wz2007FederationHttpBinding
vz 2007HtpE inding
wezDrualHttpBinding
wezFederationHttpBinding
wazHEpE inding

ol |

I
Mew Binding Configuration. ..

Create a New Service. ..

Create a Mew Clisnt. .. | Ok I Cancel I
ZZ

Binding 7 security nnTan .8

=10l

File  Help

Lc Adding Binding Element Extension Sections il |

Available glements
o Mame nj
compositeDuples HewBinding
B onetA ay
prrpPeerR esalver 00-01-00
privacyM oticedt ["]:[":["]
relisbleS ession —
e k 00:10:00
B zelStreams ecurity 00:01:00
- tranzactionFlov
uzeM anagedPresentation
windoweS treamS ecuriby Bing the configuration name of the binding. This walue iz a user-
actz az the identification string for the custom binding.
stension position
F] | Pozitian I Stack Element I
1 texthd ezzageE ncoding
2 httpT ranzport
——
sde 4] ||
Del add | Cancel |
— P
Cre3te a Mew Service... =y |
Create a Mew Client... ‘ ‘ ‘ Dot |

2w DTan? Tnira MNMMosknn 0w a0 21w 2% m'w Binding n 7w Securityn nnTan .9
: MessageSecurityVersion

WSSecuritylOWSTrustFebruary2005WSSecureConversationFebruary2005WS
SecurityPolicyl1BasicSecurityProfile10
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netpub’,wwwroot', TehilaWcFSRY, web.config - Microsoft Service Configuration Editor - |EI|5| “
=

File Help

e
-3 Services

| - Tehilaw ofSAY.HelloT ehila
[C3 Client

E-[Z Bindings

- =T Tehilsw CFCustarmBinding [cust
<3 texttessageEncoding

General I Service | Client |

E [General]
AllowSerializedSiar False
AuthenticationtMoc MutualCertificate
DefaultdlgarithmS. Basic256
IncludeTimestarmp True
kEevEntropytode CombinedEntropy
MeszageProtection SignBeforeE nerppt
teszages ecunly\r'|W'SSecunly1 S T rustFebruany20058wWS S ecureConversationF ebruane 20055 5 ecurityPolicy 1B asicS e
FequireDerivedte False
RequireSecuityCc False
FequireSignatureC False
SecurityHeaderLar Strict

3 IssuerMetadata

{3 RequestParameter

«{3 ClaimTypes

13 secureConversationk ool
<2 httpTransport

[ Diagnostics

L1 Advanced = IssuedT oken Propesties
KeySize 1]
FepType SymmetricKey
4| | » TokenTupe

Remove Extension

Create a Mew Service.

Create a Mew Client

Allow5S erializedSigning TokenDOnReph
“whether the binding allows the senalized signing token in the reply.

Bindings n 7w httpTransport ninTan .10

wwroot', TehilaWcfSRY.web.config - Microsoft Service Configuration Editor = |I:I|i|

Eile Help

D SEI'\-’ICES- . E [General]
Q‘o Tehilaw'efSAW HelloT ehila AllowCaokies False
b | C!Ien.t AuthenticationS cherme Anonymous
D Blndlngs_ o . BEypazsProsyOnlocal False
EE TehilaWwCF CustomBinding [custamB indi HoztMameComparisonkd ode StrongWildcard
3 textMessageEncoding EeeptliveE nabled False
3 security Manualtddressing False
X L MaxBufferPoclSize 524288
{1 Diagnostics MaxBufferSize 65536
{3 Advanced MaxReceivedM essageSize 65536
Prospaddress
FrospsuthenticationS cheme Anonymous
Realm
Transfert ode Buffered
UnsafeConnectioni Hrmduthentic ation False
<] | » UzeDefaultw'ebProxy True

I —
Remove Extenzion

Create a Mew Service...

Create a Mew Client...

AllowCookies
Indicates whether the client acceptz cookies and propagates them on future requests.

Binding n 7w textMessageEncoding ninTan .11
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E: C: Inetpub' wwwroot' TehilawcfSR¥, web.config - Microsoft Service Configuration Editor - |Elli|
File Help
e e e ————
El[:l Serviess E [General)
?9 TehilawcfSREY. HelloT ehila b aF eadPoolSize 64

(] Cliert MaswritePoclSize 16
E[:' Bindings Messagelersion Soapl1wWSAddressingAugust2004

B TehilawCF CustomBinding [customBindi ‘wiiteE ncoding utf-8
i g=E nooding E ReaderQuotas Propestes
=0 zecurity M axémrayl ength o
el RttpT ransport t axBytesPeR ead 0
: L1 Diagnostics b axD epth 1]
-2 Advanced b awM ame T ableCharCount 1]
b axStringContentLength 1]

4| | »
R IISSS==,

Remove Extension

Create a Mew Service..

Create a Mew Client...

M axArrayl ength
Defines the largest anay a message can contain. If a message exceeds this limit, an
exception iz thrown.

wTn Endpoint 1x11 Endpoint N 7w ninTan'? ava .12

“ Inetpub’wwwroot' TehilaWcfSR¥' web.config - Microsoft Service Configuration Editor = II:IIiI
File Help
i e i
=1 Services Surnrnarny
H EIQO Tehilaw cfSAY HellaT ehila There are no properties ta show in this page. Expand the tree and edit in the child

<3 Host nodes.

B Mew Service Endpaint

T [Empty Name)

+ (23 Diagnostics
- Advanced

e

Create a Mew Service Endpoint. ..

Create a Mew Service...

Create a Mew Client...

78 )"'W7 AXTAl customBinding TN .1X'W Endpoint 7 m¥'w CustomBinding n I'w .13

2IN2Y7 DAl yiae IX "0 Address NIAY ' TanY? W' oA X' customBinding N DX
.contract
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wwroot', TehilawcFSR¥Y  web.config - Microsoft Service Configuration Editor

-3 Services General | Identity | Headers |
=14 TehilawciSAV.HalloT shila

E [Configuration]

Mame T ehilaw CFE ndpoint
= Endpoint Properbes
Address hittp: £ funi-wr-dp: 81 /T ehilaw cfSRY./Hell

1= m gy T HTATE)

i = o
indi EBinding customBinding
=-FE T ehilaw CFCustomBinding [customl BindingConfiguration Tehilaw CFCustomBi a
e

{3 textMessageEncoding - J_ bl
3 security BindingM amezpace

3 httpTransport Contract Tehilaw cfSRY_IHelloT ehila
=~ Diagnostics ListenlUri
B0 Advanced ListenUrit ode E xplicit
4| B

e —————
Delete Endpoint

Create a Mew Service. ..

Create a Mew Clisnt...

Mame
Optional string attribute. This attribute uniquely identifies an endpoint for a given
contract. Wou can define multiple endpoints for & given contract twpe. Each definition...

N9"W TWOXT? n"y 21wNn) MexHttpBinding Dy qon endpoint NI¥ .qon EndPoint Nyt .14
.(DataPower n 112y 'M1'T 9182 wsdl '¥ap

rosoft Service Configuration Editor — |EI| Xl

Fil= Help

Services General I | dentity | Headers |
=15 Tehilaw cfSRY. HelloT ehila
-3 Host E [Configuration)
L3 Endpoints Marme ) )
_i T ehilat CFE ndpaint E Endpoint Properbes
_i E 1 Address mex
3 Client 3 - B ehavinrCaonfiguration
L3 Bindings Binding mexHttpBinding
-3 Diagnostics BindingConfiguration
-3 Advanced Eirdingt arne
BindingM amespace
Contract IM etadataExchange
Listenlri
ListenUritode E xplicit
R —
D elete Endpoint
Create a Mew Service. ..
Create a Mew Client. ..
Mame

Optional string attribute. This attibute uniquely identifies an endpaoint for a given
contract. rou can define multiple endpoints for a given contract type. Each definition...

wTNn behavior 1¥11 Advanced nnn Service Behavior n 7w ninTan? Niava .15
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netpubwwwroot', TehilawcfSR Y web.config - Microsoft Service Configuration Editor - |EI|_)'=
File  Help
ElD Services  Summary

% Tehilaw/ctSRY HellaT ehila
(23 Client Mew Endpaint Behavior Confiquration
- Bindings
- Disgnostics
E|D Advanced

i
[ Se Mew Endpoint Behavior Configuration ||

: (L] Extensions
-1 Hosting Environment

Mo endpoint behawvior iz defined.

WS 7 HTTP 2 nw'a NIwo'R — ServiceMetada naiwx1n - Behavior 7 nnipn nooin .16

—'% d:\working folder\wcfgatewaytestnosignature\wcfgate;nlayiestsigned\web.conﬁg - Microsoft Service Configuratio... E@u

File Help
Configuration Behavior: WCFGateway TestSigned.Service...
© -3 Message Logging - —Gm—=“‘_‘“‘=
-] Listeners z .
@#--(C3 Sources B (Configuration) ]
@<(:| Advanced Name WCFGateway Test Signed_Servi
& D Endpoint Behaviors |
i i.[&E NewBehavior :_I:eme -~ it e,
=[] Service Behaviors L1 1 unigue name of the service vior. Each | vior is .
2R i) W CFGateway TestSigned . Service 1 Behavior indexed by its name. Services and clients can link to each behavi .

-3 serviceMetadata
{3 serviceDebug Behavior element extension position
{3 serviceSecurityAudit

-5 WCFGateway TestSigned. SigBehavior

Position ~ Stack Element

&l NewBehavior 1 serviceMetadata
: - xxx 2 serviceDebug
EIQ Extensions 3 service Security Audit
f#-(Z Hosting Environment T(’ ""'>

?—ﬁ |
Add Service Behavior Element Extension...

Delete Service Behavior Configuration |

Down

Remove

HttpGetEnabled=True V' Tan% serviceMetadata 21.17
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= Inetpub’wwwroob', TehilaWcfSRY web.config - Microsoft Service Configuration Editor

T ehila\w/ CFE ndpoint = e I
_—E_| [Ermnpty Mame]

: 23 Client = [General)
[ Bindings Externaltdetadatal ocation
D Diagnostics HitpG etE nabled True
= D Advanced HttpG et

D Endpoint Behawviors HttpsGetE nabled False

ElD Service Behaviors HttpsGetlrl

= TehilaWw/cfSFY. S ervice1Behavio Policyersion D efault

< zerviceSecuritpdudit
-[Z] Extensions
(2] Hosting Erwvironment

FRemove Extension

Create a Mew Service

Create a Mew Clisnt._

E xternalM etadatal ocation
Sets the location to which the service redirects metadata requests.

D'0{7'9'VY0 NNTAN — ServiceCredentials N"Iwn - Behavior 7 NN nooin .18

R

-
Q d:\working folder\wcfgatewaytestnosignature\wcfgatewaytestsigned\web.config - Microsoft Service Configuratio... IE. =] =
File Help
Configuration TestSigned.Service...

i+ Message Logging Adding Behavior Element Extension Sections
-] Listeners
- Sources Available elements el ‘
=-(1] Advanced o F ,Tect&g\ed.Senmi
=1-(Z Endpoint Behaviors |
. i.[El NewBehavior Microsoft. Visual Studio. Diagnostics. Service Model Sink . Behavior e
i i ali ior. vior is
o Setdce etimas e clients can link to each behavi.

= WCFG yTestSigndf| | persistenceProvider
{3 serviceMetadata = retrgin
{3 serviceDebug ‘ serviceCredentials I
{3 serviceSecurityAud

FA

I
-5 WCFG: y Test Signd i service Timeouts | sled
NewBehavior workflowRuntime | feMetadata
| XXX feDebug
[z BExdensions | B Security Audit

]

&
-(Z Hosting Environment

Add Service Behavior Element Exteng)|
Delete Service Behavior Configuratiof| < m |

Create a New Service... ee

certificate n bW NIn find value n ,service certificate N NX 7T - "W T¥ — D'VP'9'VN0 .19
NN'WN NN DON%NY NMWN 7Y
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Inetpubhwwwrooth TehilaWcfSRY web.config -~ Microsoft Service Configuration Editor

Eile Help

[0 Client AI

[C3 Bindings

L0 Diagnostics

3 Advanced
[ Endpoint Behaviors

[ Service Behaviors

- Tehilsw ofSAY. Service1 Behavio

A3 servicebetadata

3 serviceD ebug

i3 servicel i

l=

{3 clientCertificate
3 issuedT okenduthenticati
O peer b

rwiceS ecuritpsudit =
1 ;l_l

Create a Mew Service.

Create a Mewe Client...

I =1

= [General]
Findwalu= uni-wr-dp
StoreLocation LocalMachine
StareMame My
PB09FindT ype FindBySubjectM ame
Findv alue
The walus to search for in the 24,503 certificate store.

eb.config - Microsoft Service Configuration Editor

Eile Help

[_3 Client AI
23 Bindings
£ Diagnostics
=1 advanced
-[Z3 Endpoint Behaviors
22 Service Behaviors
EI@ Tehila\/ cfSFW.ServicelBehaviol
3 servicetdstadata
{3 zerviceDebug
13 zerviceCredentials
-3 zerviceCertificate
~3 clientCertificate
«3 izzuedT okensuthenticati

0 peer fe
=
D

{0 serviceSecuritpduudit
<

h o i
|

Create a Mew Service...

Create a Mew Clisnt...

nN'wn 7w p¥N nTan .20

. =]

El Authentication Propertes

Certificate’! alidationtd ode ChainTrust
CustamCertificate’ alidatorType
IncluderwindowzGroups True
b apClientCertificateT oW indowsdccount  False
MoCheck =1

LocalM achine

TrustedStorel ocation
El Certificate Properties

Fird' alue

Storelocation

Tehila_DP_Test_2008
LocalM achine

StoreM ame My
HBEOSFindType FindBySubjectM ame
R evocationiode

The mode for certificate revocation.

EVENT VIEWER 7 n2a'nd> n1an n'w'ywin - Behavior 7 nnnipn nooin .21
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- fC8 Inetpub’ wwwr oot TehilawcfSRY  web.config - Microsoft Service Configuration Editor - |I:I|5|

File Help

Advanced -
21 Endpoint Behaviors
wice Behaviors

3 D efault =1
. . i b essaged SuccessOrF ailure
Tehilaw/cfSRY. ServicelB chavior Servicesuthorizationduditlevel SuccessOrFailure

~3 servicehetadata SuppressauditFailure True
-0 zerviceDebug

-3 serviceCredentials

- serviceCertificate

{3 clientCertificate

A3 izsuedT okenduthenticati
el D kawenCertificates
~iJ peer

feeed 0 gErviceS ecuritus udit

A7 Extenszions

-2 Hosting Ervironment

b g

Femone Extension

Create a Mew Service..

Create a Mew Client...

Auditl ogl ocation
The lozation of the audit log.

Service 7 Behavior n 1'w .22

“ Inetpub' wwwrook' TehilaWcfSRY  web.config - Microsoft Service Configuration Editor - |EI|5|

File: Help

EI - SBWiCE - . =1 |8 (General)
: EI% B BT (e B ehaviorCanfiguration Tehilaw cfSRV.ServicelBehavior
-3 Host Mame TehilawcfSRY_HelloT ehila
23 Endpaints
T TehilgwCFE ndpaint
: _—E_| [Empty Mame]
D Client
{1 Bindings

-2 Diagnostics
Elcl Advanced -

[ Endpoint Behaviors

—-[Z1 Service Behaviors

| E-[E Tehilaw/ciSRY. Service1Behavio

{0 serviceMetadata

L D gerviceDebug =

H o e TP RTRTIUN e R R T PN
2| | ;l_l
Delete Service
Create a Mew Service...
Create a Mew Client...

Hame
The tppe of the service. The service ype is the class that implements your service.

ServiceDebug - Behavior-7 n'yan napn nooin .23

mpYn 922 P 4

TP M0y 4.1

1022 NI TIA y¥a? 0'YITI WUN D'II'YA
:service 7 reference x'm .1

serviceRef.ServiceClient WcfRef = new serviceRef.ServiceClient; ()
:NQN property N NX 12 DTV7 W' TIj72 service 7 reference Ny mnx. .2
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WcfRef.Endpoint.Contract.ProtectionLevel =
System.Net.Security.ProtectionLevel.Sign;

JURKRIT 7T DA 4.2
WCF-n nNTan 7w quxn nx o'nnig - .1
Start->Programs->Microsoft Windows SDK->Tools->Service - 7nnn vnon 1T .1.1
Configuration Editor
WCF Service Configuration Editor n'"anial Tools-n V9N VT 0'017] Visual Stud-a .1.2
.Edit WCF Configuration n1'nail Web.config-n yaiz 7v nan' nx'n7 v Ix
w' ,Web.config-n yalz 0T nn'w' X7 nnol WCF Service Configuration Editor-ni nT'na .2
.service N ¥ web.config-n yal NX 1IN271 File->0Open 09N T INIX NINDY
nMIYRY NNTAN .3

E: D wef_test', TehilawCFWcfTehilaClient’ bin', Debug' WcfTehilaClient.exe.config - Microsoft S: = |EI|5|

File  Help

] Services General | Identityl Headersl

2 Client
i Metadata Bl [Configuration]

B Endpoints TehilaWCFEndpoint
L. T ehilswCFEndpaint Bl (General)
E‘Cl Bindings Address http: //192.168.181.52:81/T ehilawCF5RY/HelloT ehila. svc
T;F T ehila CFE ndpaint [custamBinding) EchaviorConfiguration | TehilaW CFClientB ehavior
D Diagnostics Einding customBinding
D Advanced EindingConfiguration Tehilaw CFEndpoint

Contract HellofromT ehila_|HelloT ehila

|
Delete Endpoint

Create a Mew Service..

Create a Mew Client. .

HName

Optional sting attribute. This attribute uniquely identifies an endpoint for &8 given contract. v'ou
can define multiple clients for a given contract type. Each definition must be differentiated by a..

Custom Binding nooin .4
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[l 4]
Fle  Help
o [ Services Summary
=[] Cliert
L0 Metadata Hew Binding Confiquratian...
B Endpaints

customBinding
T ehila\W/CFE nidpoint

[_]..
?% Mew Binding Configuration. .

{3 gecity
3 testMeszageEncoding
{3 httpTransport

-] Diagnostics
&[] Advanced

e
@A

Flease select a binding ype:

basicHttpBinding
bazicHtpContextB inding
inding
me=HLpEBinding

= rmexHttpzEinding

+ me=MamedFipeBinding
me=T cpBinding
r=mglntegrationBinding
rnethd=rmgBinding

rneth amedFipeBinding
netFeerT cpBinding
rnetTepBinding

netT cpContex<tBinding
wiebHttpE inding
vaz200FFederationHitpEinding
vasZ00FHEpBEinding
wazDiualHipEinding
wzFederationH ipBinding
wizHpBinding

wzH tpConte=xtB inding

|~ ==
e Birnd

Creat=e a |

[ o< 1

Create a f

mBinding
CFE ndpuoirt

Cancel I

Security 17 9'on .5
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E}} di\working folder\wcfgatewaytestnosignature\gatewaytestwcfclie

File  Help
Configuration customBinqn
[:l Services General
=2 Cliert .
-0 Metadata = L‘;::ﬁg'm"
=2 Endpoints
] WSHttpBinding_INoSig B (General)
- CloseTimeout
_'-‘:J WWCF Sigriture )
- OpenTimeout
EID Bindings ReceiveTimed
&2k WCFSignture {customBinding) SendTi it
=% client_binding {zustomBinding) najimeo
Sl et Binding) Name
[5F New A string that con{)|
- defined string the| |
e 20 hitp Transport
[-[Z7] Diagnostics o
-3 Advanced Binding element &1
Add Binding Element Extension. ..
Delete Binding Configuration Remove

= Ml I ion

l=lml8 T

Adding Binding Element Extension Secticns

Luwailable elements

Name

compaosite Duplex
context

oneWay

pnimp PeerResolver
privacyMoticeAt
reliableSession

szl Stream Security
transaction Flow
useManagedPresentation
windows Stream Security

Security nnTan .6
Visual Studio 2008 Nno1a1 D1IDTY 190N Daw' .6.1
AllowSerializedSigningTokenOnReplay — False .6.1.1

CanRenewsSecurityContextToken — True .6.1.2

EnableUnsecureResponse — False .6.1.3

wcf_test’ TehilawCF\ WcfTehilaClient’bint, Debug’, WcfTehilaClient.exe.config - Microsoft Service Configuration Edik ;lglﬂ
File  Help
Eg g;;:':es 21| Generl ISewiceI Client |

i+ Metadata = [General]

=8 [:| Endpaints ningTokenOnReply LR ;I

o :a TehilawCFE ndpaint Authenticationt ode MutualCertificate

[—][:l Bindings DefaultdlgorithmS uite Basic266

=T TehilawCFE ndpoint [customBinding) IncludeT imestarmp True

i zecurly

FevEntropybdode
MessageProtectionOrder

CombinedE ntropy
SignBeforeEncryppt

M essagaSecuntﬂ WSS ecurnity] DS T rustF ebruary 200545 5 ecureConversationF ebruany20054 55 ecurityPalicy] 1B asicS ecurityProfile10)

RequireDervedteps

{3 secureConversationB oatstrap ReguireSignatureConfirmation
texthieszageE ncoding SecurityHeaderLapout

tsid hitpTransport = IssuedToken Propestes
[jl[:l Diagnostics _ILI keySize
d | > KepType
TokenType
W=

Remaove Extersion

Create a Mew Service...

Create a New Client...

RequireSecuntyContestCancellation

False
True

False
Strict

1]
SymmeticKey

AllowSerializedSigning TokenOnReply
‘whether the binding allows the zerialized signing taken in the reply

TestMessageEncoding nTan .7
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Sy wck_testh TehilawCFy, WcfTehilaClient’, bin', Debug’, WcfTehilaClient.exe.config - Microsoft Service Configuraks

: 21 ||E (General)
=3 Clent

M axFeadPoolSize
M aritePoolSize
td eszageersion

wiriteE ooding
= CI Bindings = HeaderQuotas Properties
=-[E2F Tehilaw CFE ndpoint [customBinding) M axdrayl ength
secUnly M axBytesPerRead
<3 lssuer M axDepth

A3 lszuerMetadata
{3 RequestParameter

A2 ClaimTypes

{3 secureConversationB ootstrap
S ] ding e
-« httpTransport

[fi[:l Diagnostics

4

b axt ameT ableCharCount
td axStiingContentLength

Remove Extenzion

Create a New Service...

Create a Mew Clisnt. .

16
Soapl 1wSAddiessingAugust 2004
utf-8

16384
4096
32
16384
8192

M axArrayl ength

Defines the largest aray a message can contain. If & message exceeds thiz limit, an exception is thrown.

HttpTransport "NTan .8

Visual Studio 2008 no1aa 01> TY 190N Daw' 8.1
DecompressionEnabled —True .8.1.1

wcf_test' TehilawCF', WcfTehilaClient',bin\Debug', WcfTehilaClient.exe.config - Microsoft Service Configurati

File  Help

o ] Sgwices 2! |8 [General)
HD Client AllowCookies False
3 Metadala AuthenticationS cheme Anonymous
ED Endpolnlts ) BypassProspOnLocal False
q TehilaW/CFEndpoint HastMameCompanzontode StrongWildcard
[—][:l B|nd|ng§ _ o  eepdliveE nabled False
EE TehilaWCFE ndpoint (cugtomBinding) M anualtddressing Falze
ety M axBufferPoolSize 524288
3 lssuer MarBulferSize 69536
-3 lssuerbetadata MasR eceivediessageSize 65536
-3 RequestParameter Prosybddress
-3 DlaimTypes ] ProwputhenticationScheme Anonymous
30 gecureCorwerzationBootstiap Reslm
0 textMessageE ncoding Transfertode Buffered
o J httpTransport = U nsafeCaonnectionMimauthenticatio n False
HD Diaqnostics I LlJ |UseD efaultw/ ebProxy True
Remove Extension
nw Mpna ,0w NN? awn -  EndPoint Behavior nTan?  qiava .9
ClientCredentials 17 90121 TehilaWCFClientBehavior
02-5695368 :DOpPD  02-6663426 :’5v 3115 TN 91030 YW 1 (DR ‘M
[

gov

ag.mof.gov.il : nw12 7own
WWW.mr.gov.il : W2 *NYWnnn waIi Dnn

www.mof.gov.il : DWW IRIR
www.gov.il : Townnn Www



‘nbwnni wn barn - OZAR
34 - 2012 = 101 °199 199N
192 7I0n 173 7MY

el _test' TehilaWCF\ W cfTehilaClient bin,Debugh WcfTehilaClient.exe.config - Microsoft Service Configuration E

{3 lssuerketadata
3 RequestParameter

— General

E [Configuration]

3 ClaimTypes - _
~3 secureConversationBoatstrap Marne Tehilaw'CFClientBeh
= texth ezsageE ncoding
Hame

-3 httpTransport ) ) ) L )
The unique name of the endpaoint behavior. Each behavior iz indexed by itz na

;% A‘Ijavgannocselgs lirk to each behawior using this name. Behaviors are defined in the <service
EID Endpaint Behaviors
(= RE=] [ =h FClie —Behavior element extension position

clientCredentials — I
3 clientCertificate PEsiiern St.ac:k Elemer_'nt
1 clientCredentials

<3 gzervicelertificate
-3 issuedToken
0 peer

i [07] Service Behaviors

| I;l_I Add...

EBemove |
T
Do |

017N 7Y VRP'S'VION NK 1 TA1 N7'NN - Behavior n NNTaN .10

-
- e

Add Endpoint Behavior Element Extenzion. ..

Delete Endpaint Behaviaor Configuration

Trazsta o blaw Sarcica

!Drwif_test’, TehilaWCP, WcfTehilaClient",bin", Debug', WcfTehilaClient.exe.config - Microsoft Service Configuration E

File  Help

13 Issuertdetadata E [General)

e hittpTransport

: [ Diagnostics

ED Advanced

=1+ Endpoint Behaviors

. B[ TehildwCFClientBehavior
[-+3 clientCredentials

3 servicelertificate
3 igzuedTaken

-3 He_questF'alameter el DataPowerng
-3 ClaimTypes Storelocation LocalM achine
-3 secureConversationB ootstrap StareMame My
3 textMessageEncoding WE0TFindT ype FindBySubjectdame

[+ peer
, [E0 Service Behaviors , ‘LI

NN'YN DX O'DIX 'NMN — MY O'S'010 NTaN 11
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% iDywelf_test', Tehilaw CF WcfTehilaClient’ bin'\Debug' WcfTehilaClient.exe.config - Microsoft Service Configuration Ed
Eile Help

== s @ @@0@0@0@0oogy—~--—e ]
H 12 RequestParameter
13 ClaimTypes

= [General]

. Find+alue uni-wr-dp
13 zecureCorrsersationB ootstrap Starel ocation LocalM achine
«2 textMessageEncoding StareMame My
o= hittpTranspart HEOIFindT ype FindBySubjectMame
B Diagnostics

[_ Endpoint Behaviors
i B Tehilaw CFClientE ehavion
-+ clientCredentials
2 clientCertificate

{3
=1 Advanced

=« authentication
izsuedT oken il

Create a Mew Service...

Create a Mew Client..

1910271 .12
‘wcf_test', TehilaWCF\WcfTehilaClient', bin',Debug’, WcFTehilaClient.exe.config - Microsoft Service Configuration Ed
| Ele Help
[

{30 RequestParameter -
{3 ClaimT ypes

E [General]
Certificatelfalidationtd ode

. ChainTrust
[#-+3 secureConversationBootstrap CustomCertificatel slidatorType
3 tertMeszageEncaoding Revocationtads Offline
3 httpTransport TrustedStorelocation LocalMachine
[:l Dliagnostics

=] Advanced

=-(22 Endpoint Behaviors

. BT Tehilsw CFClientB shavior

=13 clientCredentials

LD clientCertificate
13 zervicelertificate
« 0 defaultCertificate =
«J zcopedCertificates

g}
e oo ATl -

Custom 7 m¥"w Endpoints N NX Dwn, Endpoints 7 D7IN .1x"'w Behavior n 'y .13

Mx"w Behavior n NN I'7X DD"wnI  Binding
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wech_test' TehilaWCF WcFTehilaClient' bin',Debug', WcfTehilaClient.exe.config - Microsoft Service Confi
Eile  Help

dentity I Headers I

= [Configuration]

Mame T ehilawCFE ndpoint
E [General]
B2 Bindings Address http://192.168.181.52-81/TehilawCFSRY /HelloT ehila_svc
EITJ% T ehilaW/CFE ndpcint [custormBinding) BehaviorConfiguration T ehilaw/CFClientB ehavior
= secunty Binding customBinding
3 lssuer BindingCaonfiguration T ehilaw CFE ndpoint
3 lssuerMetadata Contract HellofromT ehila.lHelloT ehila

{3 RequestParameter

{3 ClaimTppes

-+ zecureConversationBootstrap
-+ texttessageE ncoding i
‘w2 hittpT ransport

-2 Diagnostics hd
41 | »

MNalata Frdnnink

ClientEndpoint n 7w Identity n'ana DNS 1w 'n'w .14

wcl_test) TehilaWCF,WcfTehilaClient' bin',Debug’ WcfTehilaClient.exe.config - Microsoft Service Confi

File  Help
- .
o (3 Services 1| General :
=2 Client >
\eiD Metadata Bl [General)
E|[:| Endpoints Certificate
Dns uni-wi-dp
Rsa

ServicePrincipalM arme
UserPrincipalt ame
B CertificateR eference Properties

Findalue
{3 RequestParameter lzChainincluded False
3 ClaimT ypes StoreLocation LocalMachine
-3 secureConversationB ootstrap StoreN.ame H_}' ; S
{3 textMeszagel ncoding b HE0IFindT ppe FindBy5ubjectDistinguisheddame

e httpT ransport

-7 Diagnostics bl
1 | >
Delete Endpoint

Diagnostics 5

N7 XN AT TV NN'WA NIvXIANn NRivn Ni7ys? Tiy'n nyxan Diagnostics-n n'7ioe
LNMP7 NWR yaipn unio X notepad Nniy¥nxa nNfM9Y [N N1 yalp .svelog aion yalp
-n @70 0 Nt 9 .Service Trace Viewer *dn My yixxa% N1 178 0'¥AR7 nnoNMA

.(nTnIm nagnn wiT) Microsoft Windows SDK

Diagnostics-i n%12° nbyen 5.1

DNl Tools-n VSN T 0'01d1 Visual Stud-2 \WCF-n NNTAN 7W QXN DX D'NNIS .1
.WCF Service Configuration Editor

.service N 71w web.config NIN9Y7 File->0Open V9N WCF Service Configuration Editor-a .2

Tracing 21 MessagelLogging 2 On |n0"7 Diagnostics nnn .3
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EVY WORKINGFOLDE

File  Help

£ Advanced

rosoft Servi

Performance Counter Off Toonle Performance Counters
WMI Provider off Enable vt Provider

Log Auto Flush off Enable Log Suto Flush
MessageLogging on Dizable Messagel oqing

Create a Mew Client...

|
Create a New Service...

Log Lewvel: Malformed, Transport
ServiceModelMessagel oggingl istener Delete
Lo file: DOMEYY WIORKINGFOLDERWoWNC PG oW fSImiGoviicfClienthapp |
Options: Timestamp
Tracing on Pizahle Tracing
Trace Lewvel: varning, Activity tracing, Propacste activity

ServiceModelTracelistener Delete

Lo file: DB WORKINGFOLDERMWG o WCFIGoMAE T SImGoiNe fClientiapp |

Options: Timestamp

mn°3 oY nbyonn 5.2
7 Y7 wr T ' nimoY A

Start->programs->Microsoft Windows SDK->Tools->Service Trace Viewer .1.1

B8, Microsoft Service Trace Yiewer-

ew workingfolder\startwcf\servicewcf\web_messages.svclog

File Edit Wiew Activity Help
Lguanr‘ | SearchIn: None - Lewel: All ~ Filker Now  Clear
Find Yhat: = LookIn: Al Activities ~ Find

activity | Projoct | Message | Graph |

Group By - (Mone)  Create Custom Filter Activity - Processing message 3.

NINS YaIP7? XAAIT .2

=181 x|

L, Processing message 2.

.7 Processing message 4
1.7 Process action 'http:/tempui orgAM
1.7 Processing message &
1, Process action ‘hitp-/ tempui orgAM
(,) Processing message 1

. Processing message 2.
. Processing message 3.
.7 Processing message 4.
1.7 Process action 'http:/tempui orgAM
1.7 Process action 'hitp:Atempui orgAM
(,) Progessing message 6.
1, Processing message 1

1, Pracessing message 2.
1, Processing message 1.
.7 Process action 'htp://schemas smlso.
1.7 Processing message 2
1.7 Processing message 1
1,) Process action ‘hitp://schemas.#miso.
1, Processing message 2.

. Processing message 3.
. Processing message 4.
.Y Processing message 1
1.7 Process action 'hitp://schemas smlsa.
1.7 Processing message 2
1, Processing message 1
(,) Process action ‘hitp://schemas.amiso.
1, Processing message 2.
. Processing message 1.
1, Pracess action 'hitp:/schemas.amlso.
1,1 Processing message 2.

1M Prressce arfinn thitn: #erhemas vmlsn

T |

1, Pracess action ‘hitp:/Aschemas.mlso.

1, Pracess action ‘hitp.//schemas.amiso.

1, Pracess action ‘hitp.//schemas.amiso.

1, Pracess action ‘hitp.//schemas.amiso.

Activity [_#iTraces|_=| |[ Description [ Level [ Thizad D [ Process Name [ Time |
() Processing message 1 1 “TiMessage Log Tiace Informetion 4 WebDevWebServer 30/08/2007 11:15:23.191

<

Fomatted YML | Message|

<E2ETraceEvent xmins="http://schemas.microsoft.com /2004 /06/E2ETraceEvent'>

|

<System xmins="http:/ /schemas.microsoft.com/2004,/06/windows/ eventlog/system”=
<EventID> 0 </EventID>
=Type= 3 </Type>
=5ubType Name="Information"> 0 =/SubType>
<levels 8 </Level>
<TimeCreated SystemTime="2007-08-30T08:15:29.19194432" />
<Source Name="System.ServiceModel.MessageLogging’ />
<Correlation ActivitylD="{f3e177e9-2c00-443d-883b-5718dc2a52f8}" />
<Execution Processiame="WebDev.WebServer’ Process1D="7964" ThreadlD="4" />
<Channel />
<Computer> RACHEL-Y </Computer>
</System=
<ApplicationData=
<TraceData>
<Dataltem=
<MessagelogTraceRecord Time="2007-08-30T11:15:29.1919443+03:00" Sourc
<s:Envelope xmins:s="http:/ /www.w3.0rg/2003/05/s0ap-envelope’ xmin
<s:iHeader>
<aiAction simustUnderstand="1" u:1d="_4'> http://schemas.xmlsoap.org/ws/2005/02/trust /RST/SC
<a:MessagelD u rn:uuid:085c1a57-9576-4a05-9c2e-77e44719f0bb </a:MessagelD=
<Activityld Cor elatuonId— 8766b412-3c85-4bca-ae34-7e8a53d67394" xmins="http://schemas.micros¢
<a:ReplyTo u:ld="_6"
<a:Address> http: _I_Iwww .w3.0rg/2005/08/addressing/anonymous =/a:Address>
</a:ReplyTo>
<a:To simustUnderstand="1" u:Id="_7"> http://localhost: 1895/ ServiceWCF / Service.svc </a:To>
<0: Security simustUnderstand="1" xmins:o="htto:/ /docs.oasis-open.ora/wss/2004/01/0asis-20040

"TransportReceive’ Type="Syst
http:/ /www.w3.0rg/2005/(

Activities: 76

Traces: 196

distart| [ &

@ e wwe. | D0 | Blw.| P | Biu. wStH.,mﬂJesktup

£ @ R, TIBBE e
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WCF ngam mwoxr
€ Server rianager |
File Action View Help
&= |77 H

= Server Monager (0012
P Roles

Features
=] Diagnostics a View the status of features installed on this server and add or remove features.
= & Event Viewer
_:3- Custom Views
= Lm Windows Logs

E] Application ( 'j | Features Summary Features Summary Help
=] seaurity =

] setup (~) Features: 7 of 34installed 25 Add Features

{s] system 2 Remove Features

5] Forwarded Events .NET Framework 3.0 Features

>4 Add Features Wizard x|
(5 sub
@ Reliabili |
2% Device| Select Features
%& Configuratic
B Storage

Features

Select one or more features to install on this server,

Confirmation Description:

Progress Microsoft .NET Framework 3.0
v combines the power of the .NET

Results

Framework 2.0 APIs with new
technologies for building applications
that offer appealing user interfaces,
protect your customers'personal

7] Non-HTTP Activation 'I:ws‘(:alhd\ identity information, enable seamless
e . S and secure communication, and
| e i b | e provide the ability to model arange of
[[] BITS Server Extensions business processes.

[_] Connection Manager Administration Kit
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WS - GOV.IL |pn
nwnnna Gateway-7

= NIINLVATT NITIVN — "N NO90)
Certificates

1.0 707

2011 98125 — PR N7V
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D°1°°1¥ 1270

180 P l) 1
180 ©1°Y’ DI9NYN 2
180 Btrnlin) 3
180 DIVPINVID 4
180 CA-n Tty opoonon Mapgnn '"7nn4.l e

181 MACHINE CERTIFICATE nzon7 NI7y9 1104.2 o

181 i DOMAIN— PoN XN 2WNNDN - /X MIVAN 4.2.1 9
181 oottt DOMAIN—NM 770 11'R 2WNNN - 2 NNWON 4.2.2 .10
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Wby L1

"y web services nLAX? [N T¥D VIDAN WS-Security M7Ivn [PNN 7V ooian ws.gov.il [7n
.NIR97 NOwn 2 0Mawn 0Monn NIMRIENINTIN

NN MY DINTTN AWONN WS.gov.il |Pn X NINTTN 1201 190N TWONN WS-Security [7n
.17 X.509 v3 certificate natya n'70arT

75> (verify) X171 ,xx1* 00 75 70T DINNY (N1 ) TX 73 2tnn ws.gov.il [7n minna
QoI ,'IT'HN )'7NNaW 7D ,I'7X NNS9Y D'WAMN NIMY' 7w nn'wn W' Y 757,901 .0101 Yon
.NT TX7 N9 '"WKRD NAIDN D 7721 NN XITNY

:0°K277 ©°2°%7N7 ¥1¥°2% MINWR NYIVDIT R ©IDA 7T JH0N

.CA-n nimiyn npnn .1

.Machine Certificate — na>n nTIyn Njpnn .2

D°°W" 020N .2
.WS-gov.il [N

Tonnn .3

JAXI'Y DDOoNN 97 NNTANN DX (I¥N NT'NA) Nwi DA7wn 9% Tav7 v

D°LP*D°L0 4

['PNnY? W' n'Mwnnn gateway-n nwn T Web-Services quinn nw wnwnw awnn 7y
n"7'nn oo Yw CA ' %y DnNv ,yTn 7y DINNY1 'oxn? N'71>* 7w machine-certificate
.Tinn -

T 7V D'791IMN D'OR'S'LI0N YW private keys-7 export y¥a7? pnwoxn X7 n"7ran m
PKI nnx? nwpan nX NITW? ,0i7'9'010 N791nY7 N2 XY NNWN NN y¥a? ' P a"7nn
['?PNNY W' AYIRND DNIT' URP'S'VI0NY NN 7V oI .7apPNNY NTIVNN DX |'PNn71 n"7'nna
.o'xnnn CAn 7w public certificate-n nx

:2 Ni¥n'? [N public certificaten miznin nixIn
http://www.tehila.gov.il/Tehilal/TopNav/MimshalZamin/InstallSmartCard n.h

tm

JNM Dna T Y

CA-n 7w vp'o'vron mapna '7an 4.1
ANAN YA TIINY N NNIK WK crt.exe N1dIMN DX |'Pnint v

http://www.tehila.gov.il/NR/rdonlyres/70A47474-2A38-49C9-9109-
ACD236A75188/0/crt.exe

.0'uP'9'vI0N YR self-extract yxann NN7yona — 7'won7 W' N'dNN NN

v nx'n? "y uzdev. , uzrca. D'¥2P2 D'OR'S'0I0N NX |'PNN7 W' DdINN
2 7 "y tamuzdev.cer , tamuzrca.cer i i o] PnnY

U"Install certificate” — 2 n7*nal 120Y2 A NN

'910D [7NI* XKINW II'D NINTR NWTIN V'9IN tamuzrca vP'e'vIoN 7w NMpnNa 27 D'wW7 W

J'Pnin'2t YES 7y yin'?7 wr (trusted root) niva
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tamuzrca x> Local machine store-a napgnim nirn? oMy 0'oR'©'VION J'7NNN DI'0a
n'onivIkN NNl pnt .Intermediet certificates-a tamuzdev-1 Trusted Root-2 |pnin
DNIX P'Nyn7? N2 A NNl , Local machine — 2 nipna Current User — 2 pNIX |'PNN

.0m'xnnn nininY? (Copy — Paste)

Machine Certificate npon" niiys 1710 4.2

Namda AN upne W ftpn mwn oxap v TIIN%? W' 7NN
:/http://www.tehila.gov.il/gateway

D'0P'9'VI0 N79INT7 NYPA7 WNWNN NXIN YaIp - certreq.exe .1

.NXINN YAl IR Wnwnn 2117 Yalp - machine_Policy.txt .2

N7 1) "Subject” - 2 A7'NNnY Awn noMy My (NN NN XD yaig N e v
JIRAN NIPNWORN NNXR? DRNNA (V'9'010N 7w Subject-n Dxya Ny

Domain—n p%n X317 2wnni - 'R NIWOK 4.2.1

22 97NN MWD AT Njna
Subject="CN=hostname,DC=domain-Nth-ElementRoot,...DC=domainRoot"
ofer xin 17w hostname-ni tehila.gov.il xaj7aw domainn @7n XN Aawnnnl NN ,XNAIT?
2 ARIN MWD
Subject="CN=ofer,DC=tehila,DC=gov,DC=il"
['N D NTAIVN DRI AWNNN DY DX NINNINY NIXDINYI DIYA D'7700 |2 0''097 17 0w Wt
.DIIYN D'INN "2 D'NIN

Domain—n pon X 2wnni - /2 DR 4.2.2

22 970N MIYA AT NNl
Subject="CN=hostname"
2 AN mawn L ofer Xin 17w hostname - ni domain - n 770 N1'XW AWNN W' OX ,XNAIT?
Subject="CN=ofer"
ZNNQN NIXA VP'S'VN07 NYEA YNNG W' DXIAI91IPN YAIR '1'YW INXY
c:>certreq - machine_Policy.txt
U' NYUPAN 70NN XN Yaign DX .(req Nni‘'o)  nwpan DX ImyY? n9'R 78un nonn
.0'- CA-N TR 'T' 2y DNN'M NYPANY NIn 2y - n7'NnN VP97 1avn?
U' 0T NN — N2 Ny TN PN Windows 2000 |pnim 0N p'avnn? ©'wxa 1a% mwe
1Y NI017 pn ANKY? L17'wonY1 certutil.exe yalpn N Dipnn NIk 1INy

NTIPON NX YNN7 W' TR (Cer Nni'o Dy yalp 7w N1Ixd) Twnn 7R TN nwpa? naiwn
‘NaN

c:>certreq -accept tehilaAnswer.cer
.0j7'9'VI0N MPNN '7NN DK NNT'ON DXV IT NTIPD
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Client/Server Policy Cache — "1 no0a

1.0 707

2011 %1729 — AR DTV
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184 k) 1
184 012°Y? DI9NYN 2
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Wby 1

1"y web services nuax'? [na T¥'D VIBNN WS-Security M7V 7NN 7V 001an ws.gov.il [7n
.NIR?7 DOwN 2 0Navn DNonn NIMKRIENINTIN

NN Y NINTI AWORN WS.gov.il [P X ,NINTTA 112211 190N TWONN WS-Security [7n
.T2%72 X.509 v3 certificate nrya n'70a 1

75 (verify) X171 ,xx¥1' 20n 75 n'70T DINNY (D171 W) TX 70 2arnn ws.gov.il |[7n minna
oI TN )*7NNAY D LI'IR NNS7 D'WAMN NINY' 7 ANty wr T 707 ,90111 .0101 10N
.NT TX7 N9 '"WKRD NAIDN D 7721 Nn'NNn XRITNY

A1 nwin Ay Policy cache-7 nixnait ax Policy Cache-n niynwn 7y 019 Nt Jnon
NIRY?

Q°R°W° D°oN0N 2
WS-gov.il [pn A1

AP 3

NA71d07 D 1P AT ona 7amn i'van JPolicy cache Xwina naon non 12'n Jnonn
[I'VY 7 DaMdNL winmn 91X D RT? R, WCF ni7m0Y a1 (nmiwn rmikoaa) WSE
NION"NN DIIYN D'D'WON IR? NINIYAN NIRNAITA .NRIYD NFAZI0LN 2 NIY AT 7'am
WSE 2.0-2 na'non nix?

2 NNP7 [N NRIYD Nrarnova o'-Policy namd? oniwpn DRIwn 0'RYRN 7V qon yTn
WSE 2.0 A1

http://msdn.microsoft.com/en-us/magazine/cc164005.aspx .1.1

http://msdn.microsoft.com/en-us/library/ms824665.aspx .1.2
WSE3.0 .2

http://msdn.microsoft.com/en-us/magazine/cc300773.aspx .2.1

http://msdn.microsoft.com/en-us/library/aa529300.aspx .2.2
WCF .3

http://msdn.microsoft.com/en-us/library/ms732008.aspx .3.1

http://msdn.microsoft.com/en-us/library/ms732362.aspx .3.2

XY [N INN'Y D NN'YA DR 9377 T¥D ovrTan WS-gov.il |7n? '1-'a n'noo0a ,nrroY
WS-gov.il [7n7 Nwpn 0T JA0Nn2 120NN IK DNIXYA 19102 178 NNTAN
7y X'y Ni¥xn7 N1 .Policy cache xwin'? yj1d 'Dnn ['van NX 711 X ™1 01 non

/http://www.w3.0rg/Submission/WS-Policy :a xwin

o 3.1

DaIwNn o'RwNN TNX WEB niryiz"7oxa oA ,niryz'7ox 0'NNo9n 078 Nnivsu79 957 nnima
NIMPo N7won/vixa DIv (Service) NN 0'0101 TWXR DAIMI7 NIN'R YIX XD NI
NIN'R N'NY [IYXRIN 2792 7'NN1 11NIR NIN'RD NIRZPOLV NINNSNN 7Y 0'7ONoN DX .O0TIAYY
:0'n 50 7w X v N7y X7 X mwn D nptTa nnaT? . nnfwn ima yTnn
WebService (Namespace="http://example.org/geometry/") ]
public class Geometry
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[WebMethod]
public int StringlLength(string wvarl)
{
if (varl.Length > 50)
throw new
Exception ("length must be less than 50 characters");
return varl.Length;
}
}
D'YITIN DININ DX NNX'Y A NN'Y 757 XML nndo ninm? a'n 0Riman Nin'ka Xan 27vn
Xnartn 1y XML nnooY% XnaiT .nn'w? nnod D1 NnYpan NX XYY 7IXN NT'NAI o'y
it yivay;
<?xml version="1.0" ?>
<xs:schema id="StringLength"
targetNamespace="http://tempuri.org//any"
xmlns="http://tempuri.org//any"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
attributeFormDefault="qualified"
elementFormDefault="qualified">
<xs:element name="StringLength">
<xs:element name="varl" minOccurs="0" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:maxLength value="50"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:element>
</xs:schema>
2 ARIWAN 7wn? .00m7 DTN NIk y¥a? 170 X7 XML nimdo 0'o1xn NINNSNN DX
N7 NMpna .width-n 7ma nirn'? 1y length Ywxd 0rma 2 7ap7 wnm nn'wn ,nnaim? .01aim)
JN'un TI|7'7 72Y2 01DN NY'TN NIN'R
WebService (Namespace="http://example.org/geometry/") ]
public class Geometry
{
[WebMethod]
public double CalcArea (double length, double width)
{
if (length <= width)
throw new
Exception ("length must be greater than width");
return length * width;
}
}
0'01 72y (SoapExtention) SOAP-7 niann win'n N'n DININ NIN'K NINNSNNA XA 27w0n
XPath assertions
[WebService (Namespace="http://example.org/geometry/") ]
[AssertNamespaceBinding ("m", "http://example.org/math") ]
public class Geometry
{
[WebMethod]
[Validation] // turns on XML Schema validation
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[Assert ("//m:length > //m:width", "fault string")]
public double CalcArea (double length, double width)
{

return length * width;

}

WOT LYNIA N7YNT7 2NdNY NI 7Y 12T D K7 X L'9100 TY7 1yan D XTI LIWRY Vana
D-Assert-a IN NN'WA T2 'Y DY MIKY an  DN'wN TR DY TN DY7'onip yxaY
JN'WN 727 wTnn nxont X7'onip viIXk WAIT 1R DNIYEn
X7 DIDTY IN/1 DMWY D TN DI Dr-assert-n NNTan 72 Mavn 10 Xan A7wn P
NIMYN DX ¥ N7 IX . TA72 Y9I YA [IDTY X7X NN'WN 707 wTnn nxon 1INNX na
D'YNT TWUXR DIWN 0DX¥N DX vTann XML >"hoa nrn (Policy) nitn \WS-Policy
NQAIT? . NN'wn N7yon7
<wsp:Policy
xmlns:wsp="http://schemas.xmlsoap.org/ws/2002/12/policy"
xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility"
wsu:Id="..." Name="..." TargetNamespace="...">

<!-- policy assertions go here -->
</wsp:Policy>

Policy cache nasns 3.2

D21>TY 72X Policy editor-a win'w "y Policy cache-n yalp 7w *0'0an n1ann NX 77107 N1
.nxy XML-7 nn'wr namnd My 1yt 0volo
017w nwi7wa yxian Policy cache winm

.NN1onN nN'wa WS-Policy no'nn — lwx1 27w A1

.Web.config-n yalza niwTh Ni01d 2 i nr 27w 1.1
NNXNN NI0'DY7 nnarT 707 1.2

<configSections>
<section name="microsoft.web.services"
type="Microsoft.Web.Services.Configuration.WebServicesConfigurat
ion,
Microsoft.Web.Services, Version=2.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35" />
</configSections>
<system.web>
<webServices>
<soapExtensionTypes>
<add type="Microsoft.Web.Services.WebServicesExtension,
Microsoft.Web.Services, Version=2.0.0.0,
Culture=neutral,
PublicKeyToken=31bf3856ad364e35" priority="1" group="0"
/>
</socapExtensionTypes>
</webServices>
</system.web>
Policy cache-n yaI7'? Web.config-n Niw'p —aw 2w .2

Web.config-n yaljpa 2w an nooin "y yxian Nt 1w 2.1
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<microsoft.web.services>
<policy>
<cache name="policyCache.xml" />
</policy>
</microsoft.web.services>
Policy cache-n nam> —'w7w 27w .3

7791 NINNXN NNAITA 1Ay Policy cache-? 0'0an NN N'Tan axan anarmn 3.1
M0

<policyDocument
xmlns="http://schemas.microsoft.com/wse/2003/06/Policy"
xmlns:wse="http://schemas.microsoft.com/wse/2003/06/Policy"
xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2002/12/policy"
xmlns:m="http://example.org/math

<!-- this section maps endpoints to policy statements -->
<mappings>
<map to="http://localhost/mathservice/math.asmx">
<default policy="#policy-600686d0-b855-4f6b-9dac-
9218547d462c" />
</map>
</mappings>

<!-- this section contains policy statements -->
<policies >
<wsp:Policy wsu:Id="policy-600686d0-b855-4f6b-9dac-
9218547d462c">

<!-- MessagePredicate assertions go here, I had to
manually add these elements —-->
<wsp:MessagePredicate wsp:Usage="wsp:Required">
//m:1length > //m:width
</wsp:MessagePredicate>
</wsp:Policy>
</policies>
</policyDocument>

DIRDNT 4

.0IY D'X2P 1Y NI'MNX NINTAN NIA'XN NIRAN NIRNAITA

WSE 2.0 n»a%sva Web.config yasp spbn noxig 4.1

Web.config-n yalja nixy¥n1 NIXan DNTann D PITa7 wnm
<configSections>
<section name="microsoft.web.services2"
type="Microsoft.Web.Services2.Configuration.WebServicesConfigura
tion, Microsoft.Web.Services2, Version=2.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35" />
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</configSections>

<webServices>
<soapExtensionTypes>
<add type="Microsoft.Web.Services2.WebServicesExtension,
Microsoft.Web.Services?2, Version=2.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35" priority="1" group="0" />
</soapExtensionTypes>
</webServices>

<microsoft.web.services2>
<security>
<x509 storelLocation="LocalMachine" verifyTrust="true" />
</security>
<policy>
<cache name="policyCache.config" />
</policy>
</microsoft.web.services2>
<appSettings>
<add key="example2Client.localhost.Servicel"
value="http://pnim.ws.gov.1il/example2/Servicel .asmx" />
<add
key="example2Client.WebReference.finalBiztalkproject Orchestrati
on 1 fromClient Port"
value="http://pnim.ws.gov.il/finalBiztalkProject Proxy/finalBizt
alkProject orchestration 1 fromClient Port.ashx" />
</appSettings>

WSE 2.0 n»avowa Client Policy cache yasp nans 4.2

<?xml version="1.0" encoding="utf-8"?>
<policyDocument xmlns="http://schemas.microsoft.com/wse/2003/06/Policy">
<mappings xmlns:wse="http://schemas.microsoft.com/wse/2003/06/Policy">

<!--The following policy describes the policy requirements for the service:
http://localhost/example2/Servicel.asmx .-—>
<endpoint

uri="http://pnim.ws.gov.il/finalBiztalkproject Proxy/finalBiztalkproject Orchestration 1
_fromClient Port.ashx">
<defaultOperation>
<request policy="#Sign-X.509-6" />
<response policy="#Sign-X.509-5" />
<fault policy="" />
</defaultOperation>
</endpoint>
</mappings>
<policies xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
wssecurity-utility-1.0.xsd" xmlns:wsp="http://schemas.xmlsoap.org/ws/2002/12/policy"
xmlns:wssp="http://schemas.xmlsoap.org/ws/2002/12/secext"
xmlns:wse="http://schemas.microsoft.com/wse/2003/06/Policy"
xmlns:wsse="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-
1.0.xsd" xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/03/addressing">
<wsp:Policy wsu:Id="Sign-X.509-5">
<!--MessagePredicate is used to require headers. This assertion should be used
along with the Integrity assertion when the presence of the signed element is required.
NOTE: this assertion does not do anything for enforcement (send-side) policy.-->
<wsp:MessagePredicate wsp:Usage="wsp:Required"
Dialect="http://schemas.xmlsoap.org/2002/12/wsse#part">wsp:Body () wsp:Header (wsa:To)
wsp:Header (wsa:Action) wsp:Header (wsa:MessagelID) wse:Timestamp ()</wsp:MessagePredicate>
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<!--The Integrity assertion is used to ensure that the message is signed with
X.509. Many Web services will also use the token for authorization, such as by using the
<wse:Role> claim or specific X.509 claims.-->

<wssp:Integrity wsp:Usage="wsp:Required">
<wssp:TokenInfo>
<!--The SecurityToken element within the TokenInfo element describes which
token type must be used for Signing.-->
<wssp:SecurityToken wse:IdentityToken="true">
<wssp:TokenType>http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
x509-token-profile-1.0#X509v3</wssp:TokenType>
<wssp:TokenIssuer>C=IL, O=Government Of Israel, CN=TAMUZ - Devices
C </wssp:TokenIssuer>
<wssp:Claims>
<!--By specifying the SubjectName claim, the policy system can look for a
certificate with this subject name in the certificate store indicated in the
application's configuration, such as LocalMachine or CurrentUser. The WSE X.509
Certificate Tool is useful for finding the correct values for this field.-->
<wssp:SubjectName MatchType="wssp:Exact">DC=1il, DC=gov, DC=ws, CN=biztalk-
ws</wssp:SubjectName>
<wssp:X509Extension OID="2.5.29.14"
MatchType="wssp:Exact">0s65NtR3EQL1jmiLXgMOIE+FckWw=</wssp:X509Extension>
</wssp:Claims>
</wssp:SecurityToken>
</wssp:TokenInfo>
<wssp:MessageParts
Dialect="http://schemas.xmlsoap.org/2002/12/wsse#part">wsp:Body () wsp:Header (wsa:Action)
wsp:Header (wsa:FaultTo) wsp:Header (wsa:From) wsp:Header (wsa:MessagelD)
wsp:Header (wsa:RelatesTo) wsp:Header (wsa:ReplyTo) wsp:Header (wsa:To)
wse:Timestamp () </wssp:MessageParts>
</wssp:Integrity>
</wsp:Policy>
<wsp:Policy wsu:Id="Sign-X.509-6">
<!--MessagePredicate is used to require headers. This assertion should be used
along with the Integrity assertion when the presence of the signed element is required.
NOTE: this assertion does not do anything for enforcement (send-side) policy.-->
<wsp:MessagePredicate wsp:Usage="wsp:Required"
Dialect="http://schemas.xmlsoap.org/2002/12/wssefpart">wsp:Body () wsp:Header (wsa:To)
wsp:Header (wsa:Action) wsp:Header (wsa:MessagelID) wse:Timestamp ()</wsp:MessagePredicate>

<!--The Integrity assertion is used to ensure that the message is signed with
X.509. Many Web services will also use the token for authorization, such as by using the
<wse:Role> claim or specific X.509 claims.-->

<wssp:Integrity wsp:Usage="wsp:Required">
<wssp:TokenInfo>
<!--The SecurityToken element within the TokenInfo element describes which
token type must be used for Signing.-->
<wssp:SecurityToken>
<wssp:TokenType>http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
x509-token-profile-1.0#X509v3</wssp:TokenType>
<wssp:TokenIssuer>C=IL, O=Government Of Israel, CN=TAMUZ - Devices
CA</wssp:TokenIssuer>
<wssp:Claims>
<!--By specifying the SubjectName claim, the policy system can look for a
certificate with this subject name in the certificate store indicated in the
application's configuration, such as LocalMachine or CurrentUser. The WSE X.509
Certificate Tool is useful for finding the correct values for this field.-->
<wssp:SubjectName MatchType="wssp:Exact">DC=il, DC=gov, DC=tehila,
CN=ofer</wssp:SubjectName>
<wssp:X509Extension OID="2.5.29.14"
MatchType="wssp:Exact">u7kRzP6HBvwryon9ChcCgpx+/P0=</wssp:X509Extension>
</wssp:Claims>
</wssp:SecurityToken>
</wssp:TokenInfo>
<wssp:MessageParts
Dialect="http://schemas.xmlsoap.org/2002/12/wsse#part">wsp:Body () wsp:Header (wsa:Action)
wsp:Header (wsa:FaultTo) wsp:Header (wsa:From) wsp:Header (wsa:MessagelD)
wsp:Header (wsa:RelatesTo) wsp:Header (wsa:ReplyTo) wsp:Header (wsa:To)
wse:Timestamp () </wssp:MessageParts>
</wssp:Integrity>
</wsp:Policy>
</policies>
</policyDocument>

02-5695368 :DpPD  02-6663426 :’Pv 3115 .0 91030 DPW1 1 (9Ep M

ag.mof.gov.il : nw12 7own gov www.mof.gov.il : W12 I¥IR
WWW.mr.gov.il : W2 *NYWnnn waIi Dnn www.gov.il : Townnn Www



‘nbwnni wn barn - OZAR
34 - 2012 = 101 °199 199N
192 710 190 7MY

WSE 2.0 n»a91ova Server Policy cache yaip naxg 4.3

<?xml version="1.0" encoding="utf-8"?>
<policyDocument xmlns="http://schemas.microsoft.com/wse/2003/06/Policy">
<mappings xmlns:wse="http://schemas.microsoft.com/wse/2003/06/Policy">
<!--The following policy describes the policy requirements for the service:
http://localhost/example2/Servicel.asmx .-->
<endpoint uri="http://pnim.ws.gov.il/example2/Servicel.asmx">
<defaultOperation>
<request policy="#Sign-X.509-7" />
<response policy="#Sign-X.509-8" />
<fault policy="" />
</defaultOperation>
</endpoint>
</mappings>
<policies xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
wssecurity-utility-1.0.xsd" xmlns:wsp="http://schemas.xmlsoap.org/ws/2002/12/policy"
xmlns:wssp="http://schemas.xmlsoap.org/ws/2002/12/secext"
xmlns:wse="http://schemas.microsoft.com/wse/2003/06/Policy"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext—
1.0.xsd" xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/03/addressing">
<wsp:Policy wsu:Id="Sign-X.509-7">
<wsp:MessagePredicate wsp:Usage="wsp:Required"
Dialect="http://schemas.xmlsoap.org/2002/12/wsse#part">wsp:Body () wsp:Header (wsa:To)
wsp:Header (wsa:Action) wsp:Header (wsa:MessagelID) wse:Timestamp ()</wsp:MessagePredicate>

<!--The Integrity assertion is used to ensure that the message is signed with
X.509. Many Web services will also use the token for authorization, such as by using the
<wse:Role> claim or specific X.509 claims.-->

<wssp:Integrity wsp:Usage="wsp:Required">
<wssp:TokenInfo>
<!--The SecurityToken element within the TokenInfo element describes which
token type must be used for Signing.-->
<wssp:SecurityToken wse:IdentityToken="true">
<wssp:TokenType>http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
x509-token-profile-1.0#X509v3</wssp:TokenType>
<wssp:TokenIssuer>C=IL, O=Government Of Israel, CN=TAMUZ - Devices
C _</wssp:TokenIssuer>
<wssp:Claims>
<!--By specifying the SubjectName claim, the policy system can look for a
certificate with this subject name in the certificate store indicated in the
application's configuration, such as LocalMachine or CurrentUser. The WSE X.509
Certificate Tool is useful for finding the correct values for this field.-->
<wssp:SubjectName MatchType="wssp:Exact">DC=1l1, DC=gov, DC=ws, CN=biztalk-
ws</wssp:SubjectName>
<wssp:X509Extension OID="2.5.29.14"
MatchType="wssp:Exact">0s65NtR3EQLjmiLXgMOIE+FckWw=</wssp:X509Extension>
</wssp:Claims>
</wssp:SecurityToken>
</wssp:TokenInfo>
<wssp:MessageParts
Dialect="http://schemas.xmlsoap.org/2002/12/wsse#part">wsp:Body () wsp:Header (wsa:Action)
wsp:Header (wsa:FaultTo) wspub58 ?Header (wsa:From) wsp:Header (wsa:MessagelD)
wsp:Header (wsa:RelatesTo) wsp:Header (wsa:ReplyTo) wsp:Header (wsa:To)
wse:Timestamp () </wssp:MessageParts>
</wssp:Integrity>
</wsp:Policy>
<wsp:Policy wsu:Id="Sign-X.509-8">
<wsp:MessagePredicate wsp:Usage="wsp:Required"
Dialect="http://schemas.xmlsoap.org/2002/12/wsse#part">wsp:Body () wsp:Header (wsa:To)
wsp:Header (wsa:Action) wsp:Header (wsa:MessagelID) wse:Timestamp ()</wsp:MessagePredicate>

<!--The Integrity assertion is used to ensure that the message is signed with
X.509. Many Web services will also use the token for authorization, such as by using the
<wse:Role> claim or specific X.509 claims.-->

<wssp:Integrity wsp:Usage="wsp:Required">
<wssp:TokenInfo>
<!--The SecurityToken element within the TokenInfo element describes which
token type must be used for Signing.-->
<wssp:SecurityToken>
<wssp:TokenType>http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
x509-token-profile-1.0#X509v3</wssp:TokenType>
<wssp:TokenIssuer>C=IL, O=Government Of Israel, CN=TAMUZ - Devices
C_</wssp:TokenIssuer>
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<wssp:Claims>
<!--By specifying the SubjectName claim, the policy system can look for a
certificate with this subject name in the certificate store indicated in the
application's configuration, such as LocalMachine or CurrentUser. The WSE X.509
Certificate Tool is useful for finding the correct values for this field.-->
<wssp:SubjectName MatchType="wssp:Exact">DC=1il, DC=gov, DC=tehila,
CN=ofer</wssp:SubjectName>
<wssp:X509Extension OID="2.5.29.14"
MatchType="wssp:Exact">u7kRzP6HBvwryon9ChcCgpx+/P0=</wssp:X509Extension>
</wssp:Claims>
</wssp:SecurityToken>
</wssp:TokenInfo>
<wssp:MessageParts
Dialect="http://schemas.xmlsoap.org/2002/12/wsse#part">wsp:Body () wsp:Header (wsa:Action)
wsp:Header (wsa:FaultTo) wsp:Header (wsa:From) wsp:Header (wsa:MessagelD)
wsp:Header (wsa:RelatesTo) wsp:Header (wsa:ReplyTo) wsp:Header (wsa:To)
wse:Timestamp () </wssp:MessageParts>
</wssp:Integrity>
</wsp:Policy>
</policies>
</policyDocument>
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